N

C2:DNS DAY
DNS

DNSOPS.JP

/N




N

DNS DAY

12 6 ( ) 15:00-18:00

DNSOPS.JP
240




DNS DAY

N

[ ] DNS updates
1. JP-DNS report

2. root DNS report

3. DNS
m AS112 report

m DNS lame report

s DNS

[WIDE

[NTT

[JPNIC]

[
[JPNIC]




N

DNS DAY

[ ]DNS

2. DNS

m DNS reflector attack

s DNS

DNOPS.JP BoF

TTL

[

[

[

[




DNS

N

2006/ 1 JP DNS DNS

2006/ 1 ENUM
(1.8.el164.arpa)

2006/ 4 JP DNS BIND9
2006/ 6 DNSOPS.JP

2006/ 6 ip6.int

2006/11 SOA MNAME

2006/12 DNS DAY/DNSOPS.JP BoF

*
s DNS reflector attacks
= DNS Cache Server Poisoning

(Lame Delegation)




N

DNS DAY

DNS updates
JP-DNS report
root DNS report

JP

JP
Anycast

BIND9

[WIDE

24

(1/5)

15




DNS DAY (2/5)

N

DNS
AS112 report [NTT
20%( 4%)

Dynamic Update

AS112
Lame delegation

[JPNIC]
Lame JPNIC 10%

Lame




'DNS DAY (3/5)

DNS

DNS

[
[JPNIC]

: TLD IDN 2007
2008




N

DNS DAY

DNS

DNS

DNS 512
EDNSO TCP
EDNSO TCP
TCP

(4/5)

[ ]

I ]
(IPv6 SPAM DNSSEC )

(should)




DNS DAY (5/5)

N

DNS

DNS reflector attack [
DNS reflector attack( )

Source Address Validation
DNS TTL

TTL

Source Address Validation




NI

DNSOPS.JP BoF

2006/12/6 18:30-20:30

at 301




N

Agenda

®DNSOPS.JP
&

e

.
@®DNSSEC

#® TCP53
#®\Windows VISTA




N

DNSOPS.JP

®DNS
2006 6
&ML BoF
& 1100
» BoF 80
&

@ http://dnsops.jp/




DNSOPS.JP BoF

N

®

s Source Address Validation

*
0 ISP
m ISP

#® DNSSEC




N

DNS

*-
EDNSO, TCP

#®DNS
Source Address Validation

®DNS DNS

4










N

Internet 2.0 ?

#® Internet 2.0

o 2.0” Buzz Word
?
o ( )
o “Internet” “Internet Protocol(IP)”
s NGN ) ()
Inter+Net

0 Internet




DNS 2.0

N

®DNS 2.0
n AAAA root zone
m DNSSEC root zone
= Lame Delegation
= Domain Name Hijacking

DNS 1.0
BNS20-




N

DNS 2.07

® DNS2.0
= DNS 2.0

2

= NGN DNS Out of SCOPE
+ Routing

+ UDP

2

* P2P

2

*

DNS




N

http://medt00Iz.s59.xrea.com/blog/archives/2006/11/post_418.html



