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— OP25B
- BotNet?
— ISP Port
— Submission SMTP-Auth
— aol.com From:
— comcast.net From:
— yahoo.co.jp From:
e SMTP-Auth

— 0.5

Copyright ©2006 Panasonic Network Services Inc. and IPRIO Corporation



— IP 1000

— Yahoo! BP

« MTA MSA
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Submission

e Sendmail,Postfix

e Sendmail Postfix

. MTA
— MTA
— MSA sendmail,postfix
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Submission -

« SMTP Auth ( )
— SASL MTA
« MTA MSA
— P
 POP before SMTP
— NAT
. Spammer RADIUS

— SMTP over SSL
e SMTP over SSL 465
. SMTP over SSL
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SASL

Simple Authentication and Security Layer

— Sendmail+SASL Postfix+SASL

. OS
— Sendmail sendmail —d0.10 Compiled with:  SASL
SASL
o /usr/lib/sasl2 /usr/local/lib/sas|2
— /usr/lib/sasl
— Sendmail.conf smtpd.conf
— pwcheck method:
 saslauthd ... /etc/shadow, PAM, LDAP
/etc/shadow PAM PLAIN/LOGIN
* pwcheck ... /etc/shadow PLAIN/LOGIN
e sasldb (v1) ... sasl MD5

e auxproc (v2) ... sasl MD5
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Linux SASL

/etc/rc.d/init.d/saslauthd
# chkconfig --list saslauthd
saslauthd O.off 1.off 2:.0ff 3:0ff 4:.0ff 5.0ff 6:0ff
# chkconfig saslauthd on
# chkconfig --list saslauthd
saslauthd O.off l.off 2.on 3ion 4.on 5.0n 6:0ff

/usr/lib/sasl

— Sendmail.conf(Sendmail ),smtpd.cong(postfix )
pwcheck method: saslauthd
. /etc/shadow Auth
. /etc/sysconfig/saslauthd

. MECH=pam MECH=Idap
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0S

e Solaris
— Cyrus-SASL ( )
ftp://ftp.andrew.cmu.edu/pub/cyrus-mail/
— sunfreeware Package
http.//www.sunfreeware.com/
— Solaris10 SASL

e FreeBSD

— Ports,Package
— source
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ftp://ftp.andrew.cmu.edu/pub/cyrus-mail/
http://www.sunfreeware.com/
http://www.sunfreeware.com/

CRAM-MDS5 DIGEST-MD5 -

 PLAIN/LOGIN

— /etc/shadow
— POP radius
— ISP OutlookExpress  LOGIN

e CRAM-MD5/DIGEST-MD5

— POP (APOP

- ISP PLAIN/LOGIN
— SSL TLS
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Submission -

Sendmall
25> Postfix » local ’Q
mbox
587 auth/ L
5. B

Postfix
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Sendmaill

e Sendmall 8.12 Submission
— Submission
— SMTP Auth
— SASL Build
e O'REILLY Sendmail 3rd Edition § 10.9
auth

— § 4830 § 249.24
— § 1093 F=a)

FEATURE( no_default_msa’)
FEATURE( authinfo’)
FEATURE( virtusertable’)
FEATURE( access db’)
define("'confAUTH_MECHANISMS' ,"CRAM-MD5 LOGIN PLAIN’)
defing("confDOMAIN_NAME’, mail.example.com”)
TRUST_AUTH_MECH('LOGIN PLAIN")
DAEMON_OPTIONS( "Port=25,Name=MTA"”)
DAEMON_OPTIONS("",Port=587,Name=M SA ,M=Ea’ *)

LDAP
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Postfix

Postfix Submission

- SMTP Auth

- SASL Build

make makefiles CCARGS="-DUSE_SASL_AUTH —/usr/local/include/sas’” AUXLIBS="-L/usr/local/lib -sasl2’
-rpath /usr/local/lib  -R/usr/local/lib oS

auth

Jusr/local/lib/sasl2/smtpd.conf  pwcheck _method: saslauthd
main.cf  smtpd_sasl _auth_enable = yes

Submit

#
# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)
#
smtp inet n - n - - smtpd
submission inet n - n - - smtpd

-0 smtpd_etrn_restrictions=reject

-0 smtpd_client_restrictions=permit_sasl authenticated,reject
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Submission ( -

SMTPd-1

T
local

MILTER > >

mbox
» auth ~ @@
25 L¢ )

SMTPd-2
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sendmail.cf 2 -

e MTA MSA

e rate-control spam-filter virus-filter MILTER
sendmail.cf

. MTA MSA

« DNSBL

. Sendmalil + Postfix MTA

Copyright ©2006 Panasonic Network Services Inc. and IPRIO Corporation



Sendmall 2

. IP
e MC MTA )

FEATURE('no_default_msa)

FEATURE( virtusertable)

FEATURE( access db")
defing("confDOMAIN_NAME’,"mta.example.com')

define(’ QUEUE_DIR?, /var/spool/mqueue.mta’)
definr("confPID_FILE', /var/run/sendmail.mta.pid’)
DAEMON_OPTIONS("Addr=192.168.1.1,Port=25,Name=MTA")

e MmcC MSA )

FEATURE( no_default_msa)

FEATURE( authinfo’)

define("'confAUTH_MECHANISMS, CRAM-MD5 LOGIN PLAIN"
defing("’confDOMAIN_NAME'," mail.example.com’)

define(’ QUEUE_DIR', /var/spool/mqueue.msa)

definr("confPID_FILE', /var/run/sendmail.msa.pid’)
TRUST_AUTH_MECH('LOGIN PLAIN"
DAEMON_OPTIONS(""Addr=192.168.1.2,Port=25,Name=M SA25,M=Eab")
DAEMON_OPTIONS( "Addr=192.168.1.2,Port=587,Name=M SA ,M=Eab")

access db
LDAP
e DNS
@ MX mta.example.com
mta IN A 192.168.1.1
mail IN A 192.168.1.2 mail.example.com
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Postfix

IP Ifconfig

# cp -rp /etc/postfix /etc/postfix-msa

main.cf

queue_directory = /var/spool/postfix-msa
alternate_config_directories = /etc/postfix-msa
inet_interfaces = mta.example.com
smtp_bind_address = 192.168.1.2

master.cf Sendmalil

#
# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)
#
smtp inet n - n - - smtpd

-0 smtpd_client_restrictions=permit_sasl authenticated,reject
submission inet n - n - - smtpd

-0 smtpd_etrn_restrictions=reject
-0 smtpd_client_restrictions=permit_sasl_authenticated,reject

# postfix -c /etc/postfix-msa start
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MTA

MTA
T
25 X »&/
mbox
s L« ) Sendmail
postfix [ LDAP
MTA SMTPauth
MTA sendmalil
MSA MTA 1/10
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MTA

( )
MTA Submission SMTP-Auth
gmail  |[RELAYCLIENT rcpthosts smtp-auth-patch
tcpserver xinetd 587
exim daemon_smtp ports = sasl
(v4) 25 : 587
acl check mail:
courier |/usr/lib/courier/etc/esmtpd-msa (authlib)

makesmtpaccess—msa
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ISP

. ISP OP25B

—

Submission
- Sendmalil

POP before SMTP
Submission (SMTP AUTH)

PLAIN
— Outlook Express
- LOGIN

e TLS
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