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䱂佇╡ℼ╫⑲䑣㠺⑫②
㔻㵑⑈䬡䔪⑊が䍖⑅

㬳䭜佂䤧
(㍴)┤╳┿ℼ╍╃╈┤╋┷┢╆┣╖

kazu@iij.ad.jp
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䙢䵆
      㩇㙡䱂佇╡ℼ╫㭶㹰
      䱂佇╡ℼ╫䱤䉪䕀
           Bot ⑈䕏⑪
      㨬䭜䔪⑊䉐㩶
           Outbound port 25 blocking (OP25B)
           ╦ℼ┶䜧㹚
           ╉╡┤╳䜧㹚
           ㍊䥕
      OP25B ⑈䕪㥆╝ℼ╈
      ╉╡┤╳䜧㹚
           DKIM
           SPF
      ⑈②
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㩇㙡䱂佇╡ℼ╫㭶㹰
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䱂佇╡ℼ╫㱯习
      䰤㸵䉺㤭㥰
      㵐㉱␤㝏┵┤╈䴶䘳
      ╕┣╃┷╳┰
      ⑊⑪
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䰤㸵䉺㤭㥰
      ␢㱪㱪⑇䍭さ⑲ぺ␦⑈⑫
          ⍑℥⑉␦⑤⑃⑆┭╪╳⑲乤䈢㡋䙾⑬℩
          ⍁℥䀵㉲⅖乤䈢㡋䡢⑲㌫™┭╪╳⑲␤⑬™䡢⑲䩄⑫⅗
          ℡℡⑇℣㱁䱤⑇␢⑊䌱㵣⑊⑈⑲䨣㬨⑊䩽䬡⑇
          ℡℡⑆␤⑊␤⑉␦⑲╆┹╈℣
          ⑇㰡
          ⍑℥⑉␦⑤⑃⑆㹝⑲乤䈢㡋䙾⑬℩
          ⍁℥㑖っ⑃䕺⅖乤䈢㡋䡢⑲㌫™㹝⑲䙾⑬™䡢⑲䩄⑫⅗
          ℡℡⑇℣䀵㉲⅖乤䈢㡋䡢⑲㌫™┭╪╳⑲㱨⑪㵐™
          ℡℡㹝⑲䙾⑬™䡢⑲䩄⑫⅗⑇℣
          ℡℡㱁䱤␢⑊㔭㈱乏⑲㭮℣
          ⑳⑊␤⑈䉴㬳ⅹ䕐伿⑆⑩㍚ⅹ
          http://www.meguriai-max.net/?j92

          㕱䡝⑁⑩
          pp_info_0001@yahoo.ca
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㵐㉱␤㝏┵┤╈䴶䘳
      䙼㹯㉱佃⑩㭏⑫
          Subject: ␢ΩΩΩ
          From: 㥵䁮㕾㭒
          㥵䁮⑇⑉™
          ㈿③㵱␤⑆⑊␤╡ℼ╫⑀␤⑨℩
          䜰②䩖㼮™⑉⑁⑩⑇⑧␦℩
          䍎㽍␤⑩⑇℩

      䩖䕺
          䌯䅷⑃⑯⑩⑊␤⑇™
          ⑁⑩㈿⑩〭さ⑇䅷⑃⑇⑊␤™
          䍎㽍␤⑩⑈③㭗⑊␤™
          ⑈␤␦⑈⑇™㈿⑀あ㼴℣
          㱂㩝⑈⑭™⑉␦⑆䙏␤䠽䱀⑆⑊␤⑇℣
          ⑯⑯䩖㼮␢⑪⑈␦␤℣



7

╕┣╃┷╳┰Ω╡ℼ╫
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╕┣╃┷╳┰Ω┵┤╈
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╕┣╃┷╳┰╚ℼ┸
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╕┣╃┷╳┰⑤⑊⑪䡯㌲
      䐾䁜䔪⑊䡯㌲㭶乣
           UFJ ┯╬┸╃╈┫ℼ╉
                2004䜯9⅁10㝮
                ┫ℼ╉㔶䈤 33 㝯
                8㝯䥔䀵㭈䵑 (╫ℼ╞╋┢)
                䡯㌲䅭㍛ 150 䭼ㅟ

      㑖䁜䔪⑊䡯㌲
           㼮䵑䑣㈼
           ╉╡┤╳䉐⑫╖╩╳╉┤╡ℼ┸䑣㈼
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╕┣╃┷╳┰䉐㵨
      ╕┣╃┷╳┰⑲㠫⑄⑩℩
           ╕┣╃┷╳┰䉐㩶㘨㕄㉱
                http://www.antiphishing.jp/

           㭶乣ぬ䵷
                http://www.antiphishing.jp/db/list.html

      ╕┣╃┷╳┰⑇䡯㌲␢⑃⑩℩
           ╕┣╃┷╳┰110
                http://www.npa.go.jp/cyber/policy/phishing/phishing110.htm

           㝙㬡䘰⑫
                㙈䰳䬸㌲㩡
                䍸㩮㠢䬡っ䠿
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䙃䑪䕅㭒╡ℼ╫䬡
      䙃䑪䕅㭒╡ℼ╫䅷㼮䔬䀵㈽䬡
      2002䜯7㝮㭜㥔
           ╫ℼ╫⑲㱩⑩⑊␤䰤㸵䉺㤭㥰⑲㵐㽍⑲㱨⑪䑹⑫
                Subject: 䰤㸵䉺㤭㥰∨
           䅭䰳㹊⑩㝙㥰╡ℼ╫䅷㼮 ∪ 䄼䍖䰿乡䠯㵐
           䄼䍖䰿乡䠯㵐™3䜯㑖⑇ 3 㝯
           䱤䉪䕀
                䉐㹝 SMTP ∪ SMS 䉐㹝㌰
                㡄㽍〸 ∪ 㙈䰳䵑 ML 䉐㹝㌰
                䰤㸵䉺㤭㥰 ∪ 䭜䨸㙵╡ℼ╫䉐㹝㌰

      2005䜯5㝮㉾䀵™11㝮㭜㥔
           䱤䉪䕀㉾䄱
           䐾䠳㈽
                㨹㵐㽍㨾㹎
                㨾㹎䑪㕁㡂䑪䔪㡸㌫
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㝈䉓䕅佃⑈䱂佇╡ℼ╫
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㝈䉓䕅佃⑈䱂佇╡ℼ╫
      㝈䉓䕅佃䱂佇╡ℼ╫㠺㸯㜹㡾␢⑫
      DoCoMo 䠯䤽
           2003䜯7㝮  ぬ䙼ぬ╦ℼ┶䩕⑪ 1.8 䑌 
           2005䜯6㝮  ぬ䙼ぬ╦ℼ┶䩕⑪ 0.02 䑌  (99% 㠺㸯)

      ╬ℼ╈䀩㡦
           KDDI ⑇㡺㉌䁤䉧
      䱳㐾㥔㭈
           DoCoMo ⑇ 6,674 㝯
           䱂佇╡ℼ╫䝛䅷㭶㙈㱔䙃䑪䵆し
      䀯䥜㭙ㅧ
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䱂佇╡ℼ╫䑉䩼㭙ㅧ╗╭┸┧┯╈
      䀯䥜䱂佇╡ℼ╫⑀⑈䜧䑪⑆⑬⑫
           䅭䰳㹊⑈㝐㩑㬺㙈㹊㘦䘱╗╭┸┧┯╈
           ┪╈╪⑲䵑さ™╡ℼ╫⑲㴸②™䱂佇╡ℼ╫⑈䠽䑪
           2005䜯2㝮㌫㭏
                http://www.meti.go.jp/press/20050121003/20050121003.html

      㱂㭜⑫㔡㑘
           䙼䭜╇ℼ┿䑌㼮㘨㉱
                http://www.dekyo.or.jp/

           䙼䭜㬺㙈㘨㉱
                http://www.nissankyo.or.jp/

      䅭䰳㹊䱲㍤
           〭䵑⑬⑆␤⑫╡ℼ╫┢╉╬┹⑲ ISP/㝈䉓䕅佃㭶㙈㱔䑌䍎
           䱳㐾㥔㭈⑲㡥㈡
      㝐㩑㬺㙈㹊䱲㍤
           〭䵑⑬⑆␤⑫㡽㩂⑲㙤㥔䑌䍎
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䱂佇╡ℼ╫䱤䉪䕀
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┤╳┿ℼ╍╃╈⑈䱂佇╡ℼ╫
      䉧乌䱂佇╡ℼ╫
           ISP/ASP ⅖䕏⑪⅗
           Bot (┾╳╓)
                Robot 䌻㵌㝁
      ╡ℼ╫┢╉╬┹㨾㹎
           䱂佇╡ℼ╫䝛䅷㭶㙈㱔䙃䑪㨤䙱
           ╕┣╃┷╳┰/⑊⑪
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Bot 㭅䅈ランダムポート 25
      㽈⑲䁸②⑆ PC ⑲〭䵑
           䱻㉷䡈⑩ぇ╓┸╍┹
      䙃䐧
           ┦┤╫┹⑊⑉⑇ PC 㐶䁷™Bot ⑲╀┦╳╭ℼ╉
                䅇 Windows ⑲┰╭ℼ═╫ IP ⑇⑄⑊⑈™4 䨬䑸䕙⑇㐶䁷
                䭨䙼㽴㴽㱯习〡㱯䠯䀸
           ┳╳╈╭ℼ╩┢┯┻┹⑆™⑉␦㼶⑫䥱␦㝨②⑫
           㙋②⑆㥢㔡䜽
      SMTP ┪ℼ╗╳╪╬ℼ
           㩇㙡⑇╩╳╀╠╝ℼ╈⑲╝ℼ╈ 25 䡖╪╬ℼ
           ╬╳┿╫②℩
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┳╳╆╳╄Ω╕┣╫┿
      ╒╥ℼ╪┹╆┣╃┯Ω╕┣╫┿
           㝐㠳㑰⑅␤╫ℼ╫
                Subject: 䰤㸵䉺㤭㥰∨

      ╙┤┸┢╳Ω╕┣╫┿
           䌱㡬䕽㝗㹰䩳
                ╦ℼ┶䱂佇╡ℼ╫⑀⑈䠽䑪⑫⑈™㍘㴬⑫

      URL ╕┣╫┿
           URL ╛╯┤╈╪┹╈/╖╩╃┯╪┹╈
      ┷┰╋╁╣Ω╕┣╫┿
           䱂佇╡ℼ╫╁┧╃┯┵╠⑈㹈㥧
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䬡丧
      䙼䭜㥱㝻䬡 (21㹲2㥠)
          㠡ㅜฤ⑬⑲⑆⑊⑩⑊␤
          䑌㼮䡫䰩™⑬⑲㼯⑆⑊⑩⑊␤
      䕅㔤䑌㼮㭶㙈䬡
          3㹲℧䕅㔤䑌㼮㭶㙈㱔㱨〷䍦㜸⑫䑌㼮™
                 㠡ㅜ⑆⑊⑩⑊␤
          4㹲℧䕅㔤䑌㼮㭶㙈㱔㱨〷䍦㜸⑫䑌㼮䡫䰩™
                 㼯⑆⑊⑩⑊␤
      䱂佇╡ℼ╫╕┣╫┿╪╳┰䑌㼮䡫䰩⑲㼯
           ISP ⑈⑃⑆™䤸㵠⑇╕┣╫┿╪╳┰Ω┵ℼ╓┹⑲
            䑳㘡⑫っ䠿
           ╦ℼ┶䘱さ䤬䵗
      ┦┤╫┹╕┣╫┿╪╳┰䀵䕶㙈䰳㥔す
           ⑀⑬③㱵㱨⑪⑊␤
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╖╩╃┯╪┹╈
      IP ┢╉╬┹㑰⑅╖╩╃┯╪┹╈
           SPAMCOP
                http://www.spamcop.net/

           SBL
                http://www.spamhaus.org/sbl/

           CBL
                http://cbl.abuseat.org/

           DSBL
                http://dsbl.org/

           BOPM
                http://opm.blitzed.org/

      䩀㌲
           㑖っ⑃㹰䩳⑲䕐伿㉄䜽
           ␤⑄⑇③㹰䩳㭄⑃⑆␤⑫⑈␢⑫
           䕐伿⑬┵┤╈䑌䍎⑊␤㹬㥧䈿␤
      ╛╯┤╈╪┹╈⑈䨻䵑䬾␤
           乣) 㝈䉓㭶㙈㱔䅷㼮╡ℼ╫┵ℼ═ IP ┢╉╬┹™
            ╛╯┤╈╪┹
           ╖╩╃┯╪┹╈㝫㉌⑀⑩㱵㼮⑲㕱䡝⑊␤⑈
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╛╯┤╈╪┹╈
      䜧䑪(accreditation)┵ℼ╓┹
           䁕䜤␢⑫╛╯┤╈╪┹╈
      Bonded Sender Program (BSP)
           IronPort ⑨⑫䜧䑪┵ℼ╓┹
                http://www.bondedsender.com/

           㬲㉃㑫㙈䱂佇╡ℼ╫⑲㵐⑊␤⑈䁀䱳㘡䉷㙢⑲䁑①
           ⑀⑬⑇③╛╯┤╈╪┹╈䙾⑃⑆␤⑫㠡㩷㉄䜽
               % dig 1.2.0.192.query.bondedsender.org
               䙾⑃⑆␤⑬ ∪ 127.0.0.10
               䙾⑃⑆⑊⑬ ∪ 㙵
           ╦ℼ┶⑩䱂佇╡ℼ╫⑀⑈㡀⑯⑬⑩™䉨㬰㱔㔡㑘䠽䑪
                AOL ╦ℼ┶┤╳┿ℼ╕┧┤┹™䱂佇╡ℼ╫╬╝ℼ╈
                 㔡䜽␢⑫
           䱂佇╡ℼ╫⑇␢⑬™㘡䉷㙢㨹ぺ⑬⑫
                㨹ぺ⑬㘡䉷㙢㭼䄱䍄䉎㑳䥕
                㘡䉷㙢⑊⑊⑬™╛╯┤╈╪┹╈⑩㩯㵼
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┰╬ℼ╪┹╈
      ␢⑫ IP ┢╉╬┹⑩䅷㼮䵗㕡
     ⅖ぬ㭾┨╩ℼ⅗⑲䩖
      㩆䅷™⑨⑬お㥟䅷㼮™㱵䵽⑫
      ぬ㭾┨╩ℼ⑲㱵㱨⑃⑈㕳䘰
           䑌㹯┵ℼ═™ぬ䑪㭾㑖㡥™㩆䅷
           Bot ™䙳䕙⑈┵ℼ═╡ℼ╫⑲䅷⑩⑊␤
                Bot ™䱂佇╡ℼ╫䅷㼮┳┹╈⑲⑊␤⑩

      䍭さ䕀
           ┵ℼ╓┹㱁⑲䑣㈼⑆␤⑫
           䑌㹯┵ℼ═™䀵㩆䅷⑫⑈㡂⑩⑊␤
           ╛╯┤╈╪┹╈⑈䨻䵑䬾␤
           Bot 㩆䅷⑫⑨␦⑊⑬䰵さ䰣
                ┵ℼ╓┹㱁⑲䑣㈼⑫⑀
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Greet Pause
      䁜䈳㭾⅖␢␤⑄⅗䅷㼮⑲䍙⑩⑫
           60 䥃䑸䕙
           Bot ␢␤⑄⑲䉔™䱂佇╡ℼ╫䅷㼮⑲␢⑩②⑫
      䍭さ䕀
           ┵ℼ╓┹㱁⑲䑣㈼⑆␤⑫
           Bot 䉔⑄⑨␦⑊⑬䰵さ䰣
                ┵ℼ╓┹㱁⑲䑣㈼⑫⑀
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㨬䭜䔪⑊䉐㩶
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䱂佇╡ℼ╫䱤䉪䕀

2 5
2 5

2 5 2 5

2 5

2 52 5
2 52 5

2 5
2 5

      䱂佇╡ℼ╫䉧乌䅷㼮
           䕏⑪™Bot
      ╡ℼ╫┢╉╬┹㨾㹎
           䱂佇╡ℼ╫䝛䅷㙈㱔䙃䑪㨤䙱™╕┣╃┷╳┰™⑊⑪
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㨬䭜䔪⑊䉐㩶
      Outbound port 25 blocking (OP25B)
           Bot ⑩䱂佇╡ℼ╫⑲╖╭╃┯
           䕪㥆⑈䝛䅷䨬严
      2⑄䜧㹚
           䕪㥆䉐⑫╦ℼ┶䜧㹚 (SMTP AUTH)
           䝛䅷䉐⑫╉╡┤╳䜧㹚 (SPF + DKIM)
           ╡ℼ╫┢╉╬┹㨾㹎⑲䭉㭟投稿 配送ユーザ認証

a l i c e @ e x a m p l e. j p
ドメイン認証
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䕪㥆╝ℼ╈䑳㘡

2 55 8 7
2 55 8 7

2 55 8 7 配送 2 5 配送 2 5

2 52 5
2 52 5

配送 2 5 配送 2 5
      䝛䅷 = ┵ℼ═㑖䑌㼮 (╝ℼ╈ 25 䡖)
      䕪㥆 = ╡ℼ╫╪ℼ╀⑈┵ℼ═䑌㼮 (╝ℼ╈ 587 䡖)
           Submission℧╗╭╈┳╫㰫䉎 SMTP
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╦ℼ┶䜧㹚

2 55 8 7
2 55 8 7

2 55 8 7 ユーザ認証ユーザ認証 配送投稿 2 55 8 7 配送 2 5投稿 5 8 7
2 52 5

2 52 5
      䕪㥆╝ℼ╈╦ℼ┶䜧㹚(SMTP AUTH)䤬㽜
           POP before SMTP ⑇䥔㴽䨬
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POP before SMTP

      POP before SMTP  IP ┢╉╬┹⑲䜧㹚⑫⑀
      ╦ℼ┶䜧㹚⑇⑊␤
      SMTP AUTH 䉥⑯⑪⑊⑩⑊␤
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OP25Bブロック 2 55 8 7
2 55 8 7

2 55 8 7 ユーザ認証ユーザ認証 配送投稿 2 55 8 7 配送 2 5投稿 5 8 7
2 5 2 5

2 52 5
      ╝ℼ╈ 25 䡖⑲╖╭╃┯⑫
           䑉䁗␤䘰䔪 IP ⑩
           䙈㰫╡ℼ╫┵ℼ═⑲ㄿ䵑␤㽍™㡇䑪 IP 
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䴽䅛⑬⑫㼷␤㤶㝢ブロックユーザ認証ユーザ認証 2 55 8 7
2 55 8 7

2 55 8 7 配送投稿 2 55 8 7 投稿 5 8 7 配送 2 5

2 5 2 5
2 52 5

      ║┹╯ℼ╉⑲䕰① Bot
      䘲ℹ⑈䱂佇╡ℼ╫⑲䕪㥆⑫䝛䅷㙈㱔
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╬ℼ╈䀩㡦ブロック 2 55 8 7
2 55 8 7

2 55 8 7レート制御 配送投稿 レート制御2 55 8 7 投稿 5 8 7 配送 2 5

2 5 2 5
2 52 5

      䕪㥆╬ℼ╈䀩㡦⑲⑫
           䌻㭾㑖⑳䱂佇╡ℼ╫⑲䅷⑩⑬⑫⑈⑲㙘㭟
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╬ℼ╈䀩㡦
      举䩽㡾
           㱵㼮(䝛䅷)⑈䅷㼮(䕪㥆)

      䀩㡂
           ╡ℼ╫䉧
           䘱㭾㱵䥕⑫ SMTP ┳╍┯┷╧╳㽴
           ␢⑫ IP ┢╉╬┹⑩䘱㭾㱵䥕⑫ 
            SMTP ┳╍┯┷╧╳㽴
           ␢⑫ IP ┢╉╬┹⑩㱵䥕⑫ SMTP ┳╍┯┷╧╳䥑䕙
           ┨╩ℼ⑲㔯䑌㼮䅪㱪䉐™
            㰡┳╍┯┷╧╳⑲㱵䥕⑫⑇㭾㑖⑲䐹⑫
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╉╡┤╳䜧㹚ブロックドメイン認証ユーザ認証レート制御 配送投稿 ドメイン認証ユーザ認証レート制御 2 55 8 7
2 55 8 7

2 55 8 7 2 55 8 7 投稿 5 8 7 配送 2 5

2 5 2 5
2 52 5

      䝛䅷╉╡┤╳䜧㹚⑲䤬㽜⑫
           䭜䕶╉╡┤╳䅷㼮┵ℼ═⑩䅷⑩⑬⑆␤⑫㠡㹚
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㍊䥕
      ╡ℼ╫䑉䁗㉄䜽⑊⑃㡥™
       䱂佇╡ℼ╫䝛䅷㙈㱔
           䙈㰫╉╡┤╳⑲㱨⑫ (䙼䉘⑯⑪╉╡┤╳)
           ╉╡┤╳䜧㹚䉐ㅾ⑫
           䘲ℹ⑈䱂佇╡ℼ╫⑲䅷⑫
      䝛䅷㠵⑲㍊䥕⑫┷┹╆╠䤬䵗
           ╬╔╥╆ℼ┷╧╳ (reputation) ⑈㡆⑬⑫
           IP ┢╉╬┹™╉╡┤╳
           ╉╡┤╳㍊䥕乣℧cloudmark.com 
               % dig iij.ad.jp.rating.cloudmark.com txt
               iij.ad.jp.rating.cloudmark.com.  1M IN TXT  "Status: Good"
               iij.ad.jp.rating.cloudmark.com.  1M IN TXT  "Rating: 100"
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ISP/ASP 㸭䵨䅼
     ぬ乣 コンテンツフィルタドメイン認証 レピュテーション
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JEAG 㐫㥰
      ISP/ASP 㐫㥰⑬⑆␤⑫┹┱┸╥ℼ╫
           䕪㥆╝ℼ╈+╦ℼ┶䜧㹚䵑さ
                2006䜯5㝮 SHOULD

           䕪㥆╝ℼ╈+╦ℼ┶䜧㹚㐰䄴ぜ㥔
                2007䜯3㝮 SHOULD
                2008䜯3㝮 MUST

           OP25B 㱂㭜
                2006䜯12㝮 SHOULD

           ╉╡┤╳䜧㹚(SPF)䅷㼮䈦䁟䑪
                2006䜯3㝮 SHOULD
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OP25B ⑈䕪㥆╝ℼ╈
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OP25B 䘳䙾㱂䁓携帯事業者動的IP
      㱂㭜ISPぬ䵷
           http://www.dekyo.or.jp/soudan/taisaku/i2.html#isplist
      䅭䰳㹊 OP25B ⑲䀵䕶㙈䰳㥔す⑈䜧䑪
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OP25B 㡺㉌
      㥱䙢 PC ⑩㝈䉓㡾䱂佇╡ℼ╫㽤ぜ

               http://www.dekyo.or.jp/soudan/taisaku/i2-1.html#result3



42

䕪㥆╝ℼ╈ぜ㥔
      䵽䅛䔪
           䕪㥆╝ℼ╈(587)⅜╦ℼ┶䜧㹚⑲䑳㘡
           ╝ℼ╈ 25 䡖䕪㥆䱜䔪⑇䵸䵑䥔㉄⑫
      ╡ℼ╫╪ℼ╀䉐ㅾ㹵㘷
           ⑈⑳⑉⑆╡ℼ╫╪ℼ╀™
             ╦ℼ┶䜧㹚⑲㱂䅵㩑⑇™╝ℼ╈③䩑㤹㉄䜽
           㔡㌣䔪䅷⑩⑬⑫╡ℼ╫䱤䉪
                㰫䘰䔪╬╝ℼ╈⑲䅷⑫╗╭┰╩╠
                ╍╃╈㉈䕅

      㠽㱂䔪
           䘱╉╡┤╳䙢⑩╝ℼ╈ 25 䡖⑇䕪㥆⑲㱵䥕⑫
           ╉╡┤╳㌰⑩䕪㥆╝ℼ╈(587)⑲㱵䥕⑫
      䍭さ
           䍎⑩⑊␤㑖™╦ℼ┶䜧㹚⑊⑇䕪㥆╝ℼ╈⑲䑳㘡⑆␤⑫
            ┵┤╈䈿␤K
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䉥䉘╝ℼ╈
      䉥䉘╝ℼ╈⑈⑆ SMTP over SSL

      SSL
           SMTP 䩑㤹䥔䵗
           䩌╝ℼ╈䤬䵗
      TLS
           SMTP 䩑㤹䤬䵗
           䘱╝ℼ╈
      SMTP over SSL 䱤䉪
           ╝ℼ╈ 465 䡖™お䄰 SMTP over SSL 
            ㍤⑪䕶⑆⑩⑬⑆␤
           㠽㩟™Cisco ␢⑫╗╭╈┳╫㍤⑪䕶⑆⑩⑬⑆␤⑫
           IETF  SMTP over SSL ™
            䙳䕙⑈╝ℼ╈䡖㥦⑲㍤⑪䕶⑆⑊␤
           㥱䙢 ISP/ASP ™╝ℼ╈ 465 䡖⑲㭈⑃⑆␤⑫
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SMTP/Submission over SSL/TLS投稿 配送 2 54 6 55 8 7Su b m is s io n o v e r T L SSM T P o v e r S S L SM T P o v e r T L S
      㽤㸩
           Submission over TLS (╝ℼ╈587䡖)
                䕪㥆䵑™⑬ぬ䡖
           SMTP over SSL (╝ℼ╈ 465 䡖)
                䕪㥆䵑┵ℼ╓┹⑲䑳㘡⑆␤⑫⑈⑭™㭟②⑫䤬䵗⑊␤
           SMTP over TLS (╝ℼ╈25䡖)
                䝛䅷ぅ㥦㈽䤬䵗⑇␢⑬

      䙼䭜 ISP/ASP 䉐ㅾ㹵㘷
           http://www.wakwak.com/info/spec/port25/mail_group.html
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Outlook Express ⑈䕪㥆╝ℼ╈
      䅷㼮②╝ℼ╈
           ╇╕┩╫╈ 25 䡖╝ℼ╈
           䕪㥆╝ℼ╈ 587 䡖╝ℼ╈③䁟䑪㉄䜽
      SMTP ⑇╦ℼ┶䜧㹚
           䀸║┹╯ℼ╉(SASL PLAIN/LOGIN) 䉐ㅾ⑆␤⑫
           㭈␤㱎⑆║┹╯ℼ╉(SASL CRAM-MD5) 䉐ㅾ⑆␤⑊␤
      TLS/SSL
           25 䡖╝ℼ╈⑊⑩ TLS 
           ⑬お㌰╝ℼ╈ SSL

      ぬ㠫⑨␦⑀™║┹╯ℼ╉㱩⑬⑊␤
           㭈␤㱎⑆║┹╯ℼ╉䉐ㅾ⑆␤⑊␤
           587/TLS 䉐ㅾ⑆␤⑊␤
           SMTP over SSL ␢⑫™465 䡖╝ℼ╈ IETF 䤸㵠⑇⑊␤



46

Outlook Express ⑈䕪㥆╝ℼ╈
      MS 㑪␤⑆™
       OE ⑲㉾䄱⑆③⑩⑳
               if (SSL) {
                   if (ポート == 25) /* "|| ポート == 587" */
                       TLS;
                   else
                       SSL; /* 465 はこのケース */
               } else
                   生SMTP;

      OE 㱵㼮䈦③䁈㱥
           POP 㭈␤㱎⑆║┹╯ℼ╉(APOP)③┵╝ℼ╈⑆␤⑊␤
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Thunderbird 㰫䘰䁟䑪㔡䜽
      Thunderbird 䙃䐧
           Windows, Mac, Unix ⑆⑲┵╝ℼ╈
           ┻┭╥╪╆┣㔡䜽䴥⑬⑫
      㰫䘰䁟䑪㔡䜽
           ⅖㍈䐥㔡䜽⅗⑨⑫㰫䘰䁟䑪
                ┵ℼ═䰾 + ╝ℼ╈䡖㥦
                ╦ℼ┶䜧㹚⑲䤬㽜㈽
                SSL/TLS ⑲䵸䵑
           ╦ℼ┶™䰾䄰⑈┢┫┦╳╈䰾⑲䉇⑁㥾①⑀
           IIJ ⑇䵸䵑乣
                https://www.iij4u.or.jp/guide/basic/mail/thunderbird/?i=0u00b060830cb
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╉╡┤╳䜧㹚
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╉╡┤╳䜧㹚㡵䩤
      IP ┢╉╬┹㜿
           SPF (Sender Policy Framework)
                SMTP MAIL FROM

      䕅㭒㵰䰾㜿
           DKIM (DomainKeys Identified Mail)
                ╘╃╀ (From:) + 䭜䨸

      ⑬⑩㘦䈸⑇⑫
           ™IP ┢╉╬┹㜿
           㰡™䕅㭒㵰䰾㜿
      ╘╃╀⑲䩝㡮⑇⑬╕┣╃┷╳┰䉐㩶⑈⑊⑫
           DKIM
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SPF (Sender Policy Framework)
      䅷㼮┵ℼ═䁫㡀 (SPF RR, TXT RR)
           example.jp IN TXT "v=spf1 +ip4:192.0.2.1 -all"
           䅷㼮┵ℼ═ IP ┢╉╬┹ 192.0.2.1

1 9 2. 0. 2. 11 9 2 . 0. 2. 1
      㱵㼮┵ℼ═⑇ SPF 䜧㹚
          1) SMTP ┳╍┯┷╧╳⑩䅪㱪 IP ┢╉╬┹⑲䙀⑫
          2) SMTP MAIL FROM ⑩╉╡┤╳䰾⑲㱨⑪㵐
          3) ╉╡┤╳䰾⑇ DNS ⑲㩷™
              䅷㼮┵ℼ═ IP ┢╉╬┹⑲䙀⑫
          4)  1. ⑈ 3.  IP ┢╉╬┹⑲䡦㍓
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SPF 䁫㡀
      㡂䑪㭒
           "+" ∪ pass
                㱵㼮㕶㉄

      "all" 㡂䑪㭒
           "?" ∪ neutral
                SPF RR ⑊␤⑈⑈䘱䕹
           "~" ∪ softfail
                neutral ⑈ fail 䍦㑖
           "-" ∪ fail
                㱵㼮㕱䡝

      䁫㡀乣
           example.jp IN TXT "v=spf1 +ip4:192.0.2.1 -all"
           example.jp IN TXT "v=spf1 +a +mx ~all"
                㑖䁜㬲㹈
           example.jp IN TXT "v=spf1 -all"
                Web 
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DKIM 㵰䰾
      Yahoo! ⑈ Cisco 䑳㸧
           2⑄╗╭╈┳╫⑲╞ℼ┸
                Yahoo! DomainKeys
                Cisco Identified Internet Mail (IIM)

      㵰䰾䉐㹝╘╃╀⑈䭜䨸
           㵰䰾╘╃╀䅞䙾⑬⑫
               DKIM-Signature: a=rsa-sha1; c=simple; d=example.jp; s=test;
                 t=1137157317; x=1137762117; i=alice@example.jp; q=dns;
                 h=DomainKey-Signature:Received:DKIM-Signature:
                 DomainKey-Signature:Received:Message-ID:Date:From:Organization:
                 User-Agent:MIME-Version:To:Subject:References:In-Reply-To:
                 Content-Type:Content-Transfer-Encoding:Reply-To; 
                 b=ktdmQPIrkLGajBALhScj7I+Mx+h6uPBRxrcWm4pcW6bc8OwJTFdl9
                 4LddNDq+iDGfT3m3Awe6j+Um2LIxpc0ET1dny0ut42H98I40C5QnjTo9
                 8AahlUYkKeKXQZhTwU2PraJMBXFm8=

      DNS ⑲䵸䵑
           㡸㌫㠰⑲ DNS ⑇䝛䥛
           䜧㹚㙉(CA)䥔䵗
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DKIM 䘰㩮署名 検証秘密鍵 公開鍵公開鍵
      䅷㼮䈦
           䡫䰩㠰⑲㭈⑃⑆㵰䰾
      㱵㼮䈦
           䩝㡮䉐㹝⑈⑊⑫╉╡┤╳䰾⑲㱨⑪㵐
           ╉╡┤╳䰾⑇ DNS ⑲㩷™㡸㌫㠰⑲䙀⑫
           㡸㌫㠰⑲㭈⑃⑆㵰䰾⑲㠡㹚
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䥡㕚┹╈ℼ╪ℼドメイン認証受信拒否破棄 フィルタリング結果をヘッダへ
      䥡㕚䄰㑼
           㱵㼮┵ℼ═䜧㹚㝫㉌⑲╡ℼ╫╘╃╀⅖╩╙╪╳┰⅗
               Authentication-Results: mx.example.com
                       from=alice@example.jp; spf=fail

           䅭䰳㹊™╩╙╪╳┰⑲䀵䕶㙈䰳㥔す⑈䜧䑪
           ╡ℼ╫╪ℼ╀䜧㹚㝫㉌⑲㠵╕┣╫┿╪╳┰
           ╕┣╫┿╪╳┰™╦ℼ┶䘱さ䤬䵗
      䥡㕚㡥㑼
           㱵㼮┵ℼ═䜧㹚㝫㉌⅖㨾㹎⅗⑊⑩㱵㼮㕱䡝
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╉╡┤╳䜧㹚䥡㕚丨䈬䑪
      WIDE ╗╭┸┧┯╈⑈ JPRS 㘦䘱㠦㕦
           2006䜯10㝮㠽㩟
           SPF = 4.08%
           DKIM = 0.06 %

               http://member.wide.ad.jp/wg/antispam/stats/
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SPF
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SPF 䥡㕚㑘⑫䱤䉪
      䥡㕚㵩㑼
           䘳䙾╡╪╃╈㸯⑊␤
           䁫㡀⑲㰺䝔⑫⑈╡ℼ╫⑲㱵㱨⑃⑆③⑩⑊⑊⑫℩
           㼴䵽䔪⑊㹣䩉␢⑫
      〭㵛㑄
           䥡㕚⑆␤⑊␤⑈䘳䙾⑇⑊␤
           䘳䙾⑫╉╡┤╳䅽⑊␤⑇䥡㕚⑊␤
      㤥㵛㑄
           䘳䙾╡╪╃╈⑲㵐䤬䵗␢⑫
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┨╩ℼ╡ℼ╫⑈ SPF
      SPF ⑲┨╩ℼ╡ℼ╫䑣㠺㍨䵑
      ⑈⑳⑉┨╩ℼ╡ℼ╫䰵䉌
           ╏ℼ╙┹╆┣╳┰㤶㝢
           ┦┤╫┹
           ┢╳╁┦┤╫┹䀽䥊
      お㈼㹲㝯⑈™┨╩ℼ╡ℼ╫⑲䩖⑊␤
           〸䁨䥔䱀 (user unknown)
           SPF 䜧㹚㝫㉌™䅷㼮㠵⅖㨾㹎⅗ (fail / softfail)

      䅷㼮䈦䑳う
           softfail さ䰣⑲
            ⅖㱵㼮⑫┨╩ℼ╡ℼ╫䩖⑊⑆⑨␤⅗
            ⑈⑫
           䅷㼮䈦 "~all" (softfail) ⑈䁫㡀⑫
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SPF ⑨⑫┨╩ℼ╡ℼ╫䑣㠺

u s e r u n k n o w ns p o o l i s f u l l
      㱵㼮䈦䑳う
           お㈼举䩽⑲䭾㹬㥧™┨╩ℼ╡ℼ╫⑲䀸䀮⑊␤
           SPF 䜧㹚 fail  softfail
           user unknown

      㤥㵛㑄     

           SPF RR ⑇ "~all" ⑈䁫㡀⑬™
            㱵㱨⑫䥔䵗⑊┨╩ℼ╡ℼ╫㠺⑫
      Sendmail 䵑║╃╁
           http://member.wide.ad.jp/wg/antispam/sm-dsn-supr/
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⑈②
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㠡䘤㥠䱜
      Submission ⑈ OP25B
           䕪㥆╝ℼ╈⑈╦ℼ┶䜧㹚(SMTP AUTH)⑲䵑さ⑧␦
           OP25B 䘳䙾⑲㠡䘤⑧␦
      SPF
           䅷㼮䈦⑈⑆ SPF RR ⑲䁫㡀⑧␦
                㩇㵩 "~all"

           㱵㼮䈦⑇™SPF 㠡㹚㝫㉌⑲╘╃╀╩╙╪╳┰⑧␦
           SPF 㠡㹚㝫㉌ fail/softfail ⑇™
            unknown user ╡ℼ╫™
            ┨╩ℼ╡ℼ╫⑲䩖⑊␤⑨␦⑧␦
      DKIM
           DKIM 䘳䙾⑲㥍⑧␦
           㱵㼮䈦⑇™DKIM 㠡㹚㝫㉌⑲╘╃╀╩╙╪╳┰⑧␦
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㬲㥍┵┤╈
      IAjapan ╝ℼ┿╫┵┤╈
           http://www.iajapan.org/anti_spam/portal/

      JEAG
           http://www.jeag.jp/

      WIDE antispam WG
           http://member.wide.ad.jp/wg/antispam/


