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CEAS 2006

— Third Conference on Email and Anti-Spam

~7 27-28 o i

— Microsoft SVC conference Center,
Mountain View, California

27 /79 34%)

= URL
— http:.//www.ceas.cc
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= 9:00 am Introductory Remarks

= 9:05 am Invited Talk
— The Underground Economy

= 950 am Abuse detection and control
— Dynamic Port 25 Blocking to Control SPAM Zombies

— Algorithmically Determining Store-and-Forward MTA Relays
Using DomainKeys

— Can DNS-Based Blacklists Keep Up with Bots?
« 10:30 am Break

= 11:00 am Counter-Attack
— Spamalot: A Toolkit for Consuming Spammers' Resources
— Breaking Anti-Spam Systems with Parasitic Spam

— Observed Trends in Spam Construction Techniques: A Case
Study of Spam Evolution
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«= 11:55 pm Learning-based Filters |
— Spam Filtering with Naive Bayes - Which Naive Bayes?

— An Adaptive, Semi-Structured Language Model Approach to
Spam Filtering on a New Corpus

« 12:45 pm Lunch

= 2:15 pm Email Enhancement
— An Email and Meeting Assistant Using Graph Walks
— Email Thread Reassembly Using Similarity Matching
— "Sorry, | Forgot the Attachment:" Email Attachment Prediction
— CC Prediction with Graphical Models

= 3:35 pm Break
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= 4:.00 pm Social behavior
— The Effects of Anti-Spam Methods on Spam Mail
— Sender Reputation in a Large Webmail Service

— Using E-Mail Social Network Analysis for Detecting Unauthorized
Accounts

— An Empirical Study of Clustering Behavior of Spammers and
Group-based Anti-Spam Strategies

= 5:30 pm Reception
« 6:30 pm Banquet
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= 9:00 am Invited Talk

— Web Spam: Current Techniques and Future Challenges (Hector
Garcia-Molina and Zoltan Gyongyi)

= 9:45 am Group Discussion

— Considering What's Missing — Building a Work List for the Email
and Messaging Research Community

= 10:15 am Break
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« 10:45 am Corpora

— Modeling Identity in Archival Collections of Email: A Preliminary
Study

— Introducing the Webb Spam Corpus: Using Email Spam to Identify
Web Spam Automatically

— Annotating Subsets of the Enron Email Corpus

— An Exploratory Study of the W3C Mailing List Test Collection for
Retrieval of Emails with Pro/Con Argument

« 12:15 pm Lunch
= 1:45 pm 4 Selected Lightning Papers
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= 2:.05 pm Organizational Impact
— Teaching Spam and Spyware at the University of C@1g4ry

— Deployment Experience: Rolling Out a New Antispam Solution in
a Large Corporation

— Using Early Results from the 'spamHINTS' Project to Estimate
an ISP Abuse Team's Task

2:45 pm Break

3:15 pm Learning-based Filters Il

— Batch and Online Spam Filter Comparison

— Learning at Low False Positive Rates

— Online Discriminative Spam Filter Training

— Fast Uncertainty Sampling for Labeling Large E-mail Corpora

4:45 pm Business Meeting
5.00 pm End
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« Dynamic Port 25 Blocking to Control SPAM
Zombies

= Algorithmically Determining Store-and-Forward
MTA Relays Using DomainKeys

= Can DNS-Based Blacklists Keep Up with Bots?

« Spamalot: A Toolkit for Consuming Spammers'
Resources
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« Dynamic Port 25 Blocking to Control SPAM
Zombies
- Jonathan Schmidt (Perftech Inc.)

= Outbound Port 25 Blocking

-1 40
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= Algorithmically Determining Store-and-Forward
MTA Relays Using DomainKeys
— Peter Ludemann, Miles Libbey (Yahoo! Inc.)

. P
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|
— 2
o (DomainKeys )
= P (SPF Sender ID )
o List-1D Return-Path
To: userl@yahoo.com
Return-Path: <user2@yahoo.com>
Received: from 142.103.6.59 (EHLO alumni.cs.ubc.ca)
|

— 2006 1 3 Yahoo! Mall
— 8151 IP

© NARIYOSHI YAMAI 2006 15



= Can DNS-Based Blacklists Keep Up with Bots?

- Anirudh Ramachandran, David Dagon, Nick Feamster
(Georgia Institute of Technology)

— DNSBL
— (completeness)
0 IP
— (responsiveness)
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|
= Spamhaus DNSBL (15 )
— 17 1
= Bobax (46 )
o Bobax DNSBL
— DNSBL
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[ |
— DNSBL
. 81,950
= Bobax  IP 4,295
= Bobax  IP 2,042,991
= 46 4295 255 (6%)
-

=255 88 15
=88 34 1
" P
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— DNSBL Bobax
— Bobax IP /AS
= 60% 1 IP /AS
»1
= 10% IP /AS
— DNSBL
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= Spamalot: A Toolkit for Consuming Spammers'
Resources

- Peter C. Nelson, Kenneth P. Dallmeyer, Lukasz M,
Szybalski, Tom P. Palarz, Michael Wieher (University
of lllinois at Chicago)

- http://acm.cs.uic.edu/"Iszybal/

— I
= 3

— Arthur (Nigerian)

— Patsy (Web forms)

— Lancelot (Phishing)
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= Arthur
- (7 28 )
— Nigerian spam: 18
— Spammer 13 (72%)
— 1
— 44
— 8
— 12
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« Patsy
— mortgage diploma
— Spammer Web form
-3 21 7 18 117
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- 3 (FIT2004)
- FIT

« SMTP spam
- 5 (FIT2006)
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SMTP spam
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|
- Spam
o / MTA
= tempfailing
= DNSBL (DNS Black List)
|
- spam
= Spam
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- tempfailing

o MTA
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® MTA

- spam
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. spam
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tempfailing

- MTA
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tempfailing
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tempfailing

RFC2821
SMTP

30
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tempfailing

- From
-To

MTA
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SDAM
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« SMTP
spam
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- MTA
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- OS: FreeBSD

- MTA:; sendmail

- Spam DCC

_ RST

- =(MAIL From RCPT To, Message-ID)
_ DCC
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2. MTA

3. MTA
®» spam

4, MTA
®» spam
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- spam

- 2006 1 29 2 5 7



. (1)
54,719
tempfailing 44,303
tempfailing 10,416
a 81 tempfailing
®» tempfailing
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