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http://www.twofive25.com/cmd2015/pdf/CMD2015_twofive.pdf
https://dmarc.org/2015/11/dmarc-org-presenting-at-cloud-messaging-day-in-tokyo/
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HOME BLOG OVERVIEW RI

PAINAN
DMARC.org presenting at Cloud & Messaging Day in Tokyo

Steven Jones will be speaking at the Cloud & Messaging Day meeting in Tokye the afterncon of Mcnday, November 16th.The meeting is organizec
and hosted by messaging and infrastructure specialists TwoFive of Tokyo. (A PDF versicn of the fiyer in Japanese is available here.)

Jones will address all attendees in the first sessicn on the need for greater BMARC adopticn in orcer te protect custemers - anc increasingly,
employees and partners - freom email-borne abuse, as well as recent developments like the ARC protocol, which is designed toc make DMARC
more compatible with “indirect mailflows” like mailing lists. ARC was announced at the M3AAWG conference in Atlanta last menth. In the closing
session of the meeting, Jones will appear cn a general Q&A panel alongside representatives from ReturnPath, Clcucmark, and l).

This entry was posted in Blog. Bookmark the permalink.
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https://dmarc.org/2015/10/global-mailbox-providers-deploying-dmarc-to-protect-users/

HOME BLOG OVERVIEW RI

PAINAN
Global Mailbox Providers Deploying DMARC to Protect Users

Berkeley, California — October 19, 2015 — The Domain-based Message Authentication, Reporting, & Conformance (DMARC) specification has
proven its value in combating fraudulent email since its introduction three and a half years ago. Thousands of companies use it to prevent billions of
messages fraudulently using their Internet domains from reaching inboxes, thereby protecting their customers and employees from phishing and
other abuse. And now two of the largest mailbox providers in the world — Google (NASDAQ: GOOG) and Yahoo (NASDAQ: YHOO) — have
announced that they are extending that protection to cover more of their Internet domains

Google To Adopt Stricter DMARC Policies in 2016

To further bolster the proven utility of DMARC, Google has announced that they will be moving their hosted mailbox services to a similarly strict
DMARC policy in 2016. “Google is committed to email authentication. In June of 2016, we will be taking a big step by moving gmail.com to DMARC
policy p=reject.” said John Rae-Grant, Lead Product Manager for Gmail. “We are pleased to be supporting the ARC protocol to help mailing list
operators adapt to the need for strong authentication.”

“More and more companies have been adopting DMARC and email authentication over the past few years, with more vendors and service
providers adding the necessary support to their offerings in order to make that adoption simpler,” said Steven Jones, Executive Director of
DMARC.org. “With new protocols like ARC emerging to address the traditional email use cases that were problematic under some DMARC policies,
and the leadership of forward-thinking companies like Google, Microsoft and Yahoo, | expect to see the rate of adoption accelerate globally.”




- DMARCO E SRR (57
- BEAT B LETOEES

- DKIME=EEZHEZE (G

- ;i):\E/]B %/‘f__'\_\-

- ANV ES
- BERILE

2N ==
LN

= (159 =—3a51)

/71

)

(57 : dtllEr)

A ANy =

ﬁ]\

>/

> AL )

(253)



ANHDEE

- CC1EBDBEIRA (57 - dLlE)

- DMARCOE 5 W (5% : 1EkE)
- DMARCOE KR (57 - AbI&)

- BAT S5 L TOERR

- DKIME=EZ4FE (3

- EREER (67 i)
- IR ER (1572 =351)

- BREEILE. TAANDY Y=

ﬁ]\

>/

> AL )

(297)



» DMARCE AKX

- Global DMARC Deployment :
s :
L] 500 sites tested -
: 22 DNS errors :
] 223 with DMARC :
China Germany Finland
500 sites tested 500 sites tested 500 sites tested
43 DNS errors 5 DNS errors 6 DNS errors
92 with DMARC 112 with DMARC 112 with DMARC
India IETF : Japan -
: :
500 sites tested 3083 sites tested - 500 sites tested -
31 DNS errors 0 DNS errors u 75 DNS errors -
140 with DMARC 260 with DMARC : 73 with DMARC :
South Korea United Kingdom United States
500 sites tested 500 sites tested 500 sites tested
108 DNS errors 65 DNS errors 6 DNS errors
94 with DMARC 183 with DMARC 195 with DMARC
50 | ba'l L T ' T ' fi T N T I I
45 | gous T i@  — ‘32 iet” : : ‘ .
g; 40 - 3 . . - -
w35 |
gg 30 T I ——— . . (Y P pp———r .} -
ST
gé 25 |-
This investigation is basecg@n? ’
alexa.com’s TOP 500 Web; tes |
£ 10F -
5 B : - -
0 N i N i N 1 X i . i . X i N i . . i N i
Jul 2014 Oct 2014 Jan 2015 Apr 2015 Jul 2015 Oct 2015 Jan 2016 Apr 2016  Jul 2016 Oct 2016

source: https://eggert.org/meter/dmarc

Jan 20171
1




» DMARCL O— REXIWKR (EstAREY 1 )

RXA YER—Z DMARCb:I K |sPFLO—K
o

A D (1
\ . B HHERD) 50
RXA EAN—R . 3 ) (i =
(TOP500R XA ) ey *

D Hbh(EED) A4 B
S SEE Ay AS
l}lbﬁ,;&/\pi . E tﬂ:b 50
(TOP500K XA ) i 5L 2L

N XA > #: n=40,077,226 /H
B n=199,198,510 /H

» DMARCL I— R DFEdR I X ()

+ R fcDNSEE (SPFL O— KN Z L)

VI T DH (p¥ T HEW)

- typo (Z/\L—%AY: (IO ). p=monitor. quarentena’s &)

(%) https://dmarc.org/2016/07/common-problems-with-dmarc-records/

11



» DMARCL O+ K DR,

DMARC# B FBE(TOP500 FAA ) - FAAL L |R—R

100.00%

; -
— B Type-F
B Type-E
B Type-D
75.00% 0 Type-C

B Type-B

Bl Type-A
50.00% \
LT vy CERI ANRIELE
25.00%

4.00%

0.00%
O = 1 ~— 8 ™M = W0 WO M~ W O O «~—
-— -— -— o [ ] [ ] o o o o [ [ -— - -
—— — — —~— —~— —~— — — — — — — — — —
W W W W W0 W W0 WO 0O WO W W W O O
- - - - - - - - - - - - - - -
o o o o O o o0 o0 o o o o o o o
s s s G s s s s s s s s s |
DMARC# R H(TOP500 F X A ) - lMAR—2A
100.00%
. 7 B Type-F

B Type-E
B Type-D
75.00% B Type-C
B Type-B
B Type-A

50.00%  — |_,_l—|_'_\_

25.00% I \ ™ 23.33%
A= )VEEEE DI

0.00%

201510
201511
201512
2016/01
2016/02
2016/03
2016/04
2016/05
2016/06
2016/07
2016/08
2016/09
201610
2016/11
201612




» DMARC Policy D #a4ks

DMARC record policy - FXA 4 U|ARA—2X

100.00%

75.00%

50.00%

25.00%

0.00%

14.49%

— !
S———— ﬁ
N = »
\ MH \ S ’?
S 7 M L
0N =
o -— o~ -— [ ™ -t w w0 I~ (e} (=] o -— o~
-— -— -— o o o o o o o o o - -— -
— — — —_ —_ —_ —_ —_ —_ —_ —_ —_ — — —
w w w [{=] w0 w0 [{=] w0 w0 [{=] [{=] [{=] [{=] w0 w0
-— -— -— -— — — — ~— ~— -— -— -— -— — —
o o o o o o o o o o o o o o o
o~ o~ o~ (o} (o] (o] o~ o~ o~ o~ o~ o~ (o} (o] (o]

B error

I p=reject
B p=quarantine
B p=none

100.00%

75.00%

50.00%

25.00%

0.00%

DMARC record policy - FiB#ARA—2X

A —)UE{EEE DM

12.35%

P

O @~ ™ =~ 4 ™M = U O I~ o O O «~— ™
- — — O O O O O O O O O = =
T
w0 w v O O O O O O O O O O o o
- = = = o = 2 — o @ — @ o o @
o o o o o o o o o o o o o o o
[ IR o NN o IR ot NN o Y ot BN o A o R o R ' I o A o I o IO o' B o |

B eror

I p=reject
B p=quarantine
B p=none

"

Ly

13



» DMARC Report (rua®? 7 /ruf¥ 7 ) DR HIK

DMARC record rualruf % - FA 4 U #ARA—X

100.00%

— I Type-B
75.00% — e

50.00%

25.00%
X
1N Type-A L HD

FFFFFFFFFFFFFFF Type-B »Hb xL

Type-C K4V »bh
Type-D  R-4Y U

DMARC record rualruf % - FB#R—X

100.00% B TypeD
— I Type-C
B Type-B
75.00% B Type-A
[ h—
50.00% 1 [

25.00% __|_'_‘—'—'_

0.00%
NN E-ENS CV-E- = VI
aaaaaaaaaa*o)E %%b\j\:l'hb\

e . . i . = i i —

14



» DMARC Report (rua¥ 7)ICIEESNTWBR Y Y —2 T )

120.00%

90.00%

60.00%

30.00%

f,\u
(

DMARC record rua R4 —x7 - FAA VB AR—R

I Others

B AGARI
B ReturnP...

Others D
(&) teaminternet.de
(3() ag.dmarcian.com

— (Bd) ag.measuremail.com
J | ~—
0.00% ———
™~ ™ -t I~ 0 o -— (o]
o o o o o o —_— = -
W =t KGBB;KBBBBBB
K —)1/755(%’°888888&°°5€.88\\_
iz PN 05
7~ I II 52
DMARC record rua R4 —x 7 - BB ARA—R
120.00% I Others
B AGARI
Jr—
B ReturnP...
90.00%
60.00%
— —
. J
30.00%
L
0.00% —K
L] -— (o} -— ™~ ™ -t o I~ 0 (e o -— (o]
= S D B8 8 0 8 0% .0 0. = — \\
O W W O O O W O O ©__o | kS gasd 4 bi:l—}_'\_
S 55 5 5 5 5 o o == @E%% 1L
d (o] (o] (o] (o] (o] (o] d d d (o] (o] (o] (o] [ ]

%ReturnPath, AGARI, B DEHZIETELTWET—XHH D1, BEHM00%ICKESBVEEHH D,

15



» DMARC Report (ruf¥ ) ICIEESNTWVWAINRN Y Y —2 17

DMARC record ruf R4 —x7 - FAAL UPAR—X

120.00%

90.00%

60.00%

-

I Others

B AGARI
B ReturnP...

Others Dl

(&) teaminternet.de

%
b \/ .
30.00% e (>K) fr.dmarcian.com
| | —— .
—
F— (Eﬁ) measuremail.com
0.00%
O +~ 8 ~— © ™ = Rr\ CDK - ™
T DD 2 9 8 8 9 S 8 ¥\ WS = =
o o o w w w w w w w w O w w
R EEE5 R85 E55E%%55Y 454
s o E e e m e AN AT
o~ 7J Jd 1<
DMARC record ruf R4 — 7 - FililiRA—X
120.00% I Others
, ' B AGARI
— : ) B ReturnP...
90.00%
60.00%
30.00%
ﬁ l—_l_
0.00%
[ ] -— o -— o ™ -t (V) w I~ (e u) (a0 o -— o
T DD 2 9 0 0 80 0 080 0 08 £C o
o uw uw w w w w w w w w w w w w
O b b b b o b o o b b b o o o
(o] (g ] (g ] o~ (o] (o] (o] (o] (o] (o] (g ] (g ] o~ (o] (o]

%ReturnPath, AGARI, Bt DEHEZIBELTWVWET—XHH 2. BEFHM00%ICH SEWEGEDNH D,

16



A A BRI
P KX A% ‘DiEﬁﬂ x>
F A4 L BHEB(HATA L)
100000000 AR R
Bl Enk..
s
50000000 _'_,_\_,_\_’—\_I_’_
Stk
O e ———, =
50000000 ‘,_\—\_'—‘—’_\_r—'ﬁ;
-100000000
FAA BEBCHRIA L #S)
100.00% ]
1]
75.00% —
50.00% L — ]
25.00% %EE
000% e —— e el ——
— (o) — (] o™ -t L w I~ (s8] oD o -
2 8 B 8 F 8 8 8 8 B 8 8 ®




» DKIME Z K

- X A VR DIF AN
DKIMEB A F X 1 L ¥HER (AT A L)

150000 -
B Em K.
B _’__’__'_ [ B3
FE
50000
0
—‘—\_v_l—’—
-50000
™ -t Lo w0 I~ 0] (o)) o -— o -— (= (48]
S 5 6 o 6 06 6 5 8 ® 2 R K
S 8 8 S8 8888 Rk R 8 8
DKIM$EE £ F A 4 L BHEBHATA L 8 |)
100.00% ]
L1
75.00% m———— -
FE
50.00%
_’_|_|__
25.00%
0.00%
™M - Lo 0 I~ 0 8) (o)) o -— (| by () (48]
S S 5 8 8 5 © 5 8 8 R &
S 28 8 88 88888 Rk 8 =8

18



ANHDEE

- CZ1FEEOER (57 - dLIE)
s DMARCOE 5L (57 : BEE)
- DMARCOE XA (573 - dEI&E)
- BAT B LETOEER
EMEBER (59 AEIE)
- EMMWEER (1572 =35 1)
- BRINE. T4RAvyay  Q29)




P DKIMBR K XA

100.00%

0.00%

75.00%

50.00%

25.00%

CDE=d/B —amah)DEa ENER

BERALBE=FRLOTAE

2016/02

2016/03
2016/04
2016/05
2016/06
2016/07

2016/08

2016/09

201610

2016/11

2016/12

2017/01

2017102

2017103

i

B F=5%4%
B sCEs

240000

180000

120000

60000

E=ERA(HHAR)

_\_'_l_\_

Hl 0ot

B onmicrosoft.
com

I googlegroups.
com

B gappssmtp.
com

B gmail.com

BE=—AEAMEDD

| |
| —
o ™ -t o [{e)] I~ (e u] (o)) o -— o~ -— o ™
o o o o o o o o - - - o o o
—_ —_ —_ —_ —_ —_ —_ —_ — —— — —_ —_ —_
[(e] w0 [{e] w0 [{e] [(e] w0 [{e] w0 [{e] [(e] I~ I~ I~
-— -— -— -— -— -— -— -— -— -— -— -— -— -—
o o o o o o o o o o o o o o
o™ o~ o~ o~ o~ o™ o~ o~ o~ o~ o™ o~ o~ o~

20



P E=EEZELREDE

201 6F1HEB=

201 6F7HEKR

=5

(dm*.mizuhobank.co.jp)

(nO1.smp.ne.jp)

pass none fail

(bma.mpse.jp) (mufg.jp)

pass pass pass
(direct-"*.bk.mufg.jp) (direct-**.bk.mufg.jp) (direct-**.bk.mufg.jp)
Pass none Pass
(envelope.smbc.co.jp) (ra.smbc.co.jp)

none pass none

(e-mail.mizuhobank.co.jp)

pass
(*.bk.mufg.jp)

pass
(direct-**.bk.mufg.jp)

pass
(mufg.jp)

pass
(direct-**.bk.mufg.jp)

pass
(mufg.jp)

pass
(direct-**.bk.mufg.jp)

(dm*.mizuhobank.co.jp)

(nO1.smp.ne.jp)

Pass none Pass
(envelope.smbc.co.jp) (ra.smbc.co.jp)
none pass none

(e-mail.mizuhobank.co.jp)
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Show 10 [ entries Search:
Name A Domain name DMARC DKIM SPF DNSSEC
American Bankers Assoc... aba.com x D V]
Bank of America bankofamerica.com @ X &
Citigroup citigroup.com g Q V]
JPMorgan Chase chase.com ' & V]
jpmchase.com !‘ O 0
jpmorgan.com !‘ V] V] ﬂ
jpmorganchase.com ! (%) V]
PayPal paypal.com ! V] V]
PNC Financial Services pnc.com x Q V]
U.S. Bancorp usbank.com ' () &
Showing 1 to 10 of 11 entries Previous 1 2 Next

source: https://www.phishingscorecard.com/ScoreCard/United-States/Banks/NSOx
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Show 10 | entries Search:
Name 4 Domain name DMARC DKIM SPF DNSSEC
AOL aol.com ,l (%) @ > |
Gmail gmail.com @ V] @
Mail.ru bk.ru v X @
inbox.ru !l (%) @
list.ru !l X @
P 4 o o
Microsoft hotmail.com /6> (%) @ > |
oo M ) )
outiook.com @ X @
MineLight minelight.mi @ (%] V] ﬂ
Showing 1 to 10 of 19 entries Previous = 1 2  Next

source: https://www.phishingscorecard.com/ScoreCard/International/Internet/Mailproviders/MTAtOS0zNw%3d%3d
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Paper on DMARC and privacy laws in Germany and the EU
https://e-mail.eco.de/wp-content/blogs.dir/26/files/eco_dmarc_legal_report.pdf
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http://salt.iajapan.org/wpmu/anti_spam/admin/tech/rfc/

* DMARC (RFC7489)
https://www.rfc-editor.org/rfc/rfc7489.txt

- Anti-Phishing Best Practices for ISPs and Mailbox Providers (MAAWG)

https://www.m3aawg.org/sites/default/files/
M3AAWG_AWPG_Anti_Phishing_Best_Practices-2015-06.pdf

* M3JAAWG Sender Best Common Practices (MAAWG)

https://www.m3aawg.org/sites/default/files/document/
M3AAWG_Senders_BCP_Ver3-2015-02.pdf
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