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« Working Backwards
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Classic Load Balancer (CLB)
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‘ % Create Load Balancer Hx Delete ‘ ‘ ED Show/Hi
M Load Balancer Name DNS Name Port Configuration
4 )}; my-load-balancer my-load-balancer-241488968.eu-west-1.elb.an 80 forwarding to 80 (HTTP)

1 Load Balancer selected

4 Load Balancer: my-load-balancer

ces
J Description ‘ | Instances | | Health Check {
DNS Name:
my-load-balancer-241488968.eu-west-1.elb.amazonaws.com (A Record)
ipv6.my-load-balancer-241488968.eu-west-1.elb.amazonaws.com (AAAA Record)
. dualstack.my-load-balancer-241488968.eu-west-1.elb.amazonaws.com (A or AAAA Record)

Note: Because the set of IP addresses associated with a LoadBalancer can change over time,
you should never create an "A" record with any specific IP address. If you want to use a friendly

DNS name for your LoadBalancer instead of the name generated by the Elastic Load Balancing
e - e BTl T 2t AR S - e Amye- 3
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AWS Blog

Elastic Load Balancing — IPv6, Zone Apex Support, Additional Security

by Jeff Barr | on 24 MAY 2011 | In Amazon Elastic Load Balancer | Permalink | @ Comments

We've added three new features to EC2's Elastic Load Balancing feature:

« IPv6 Support - All Elastic Load Balancers in the US East (Northern Virginia) and EU (Ireland) regions now have publicly routable IPv6
addresses in addition to their existing IPv4 addresses.

« Zone Apex Support - You can now point the root or apex of your Route 53 hosted zone to your Elastic Load Balancer.

« EC2 Security Group Support - You can now configure an EC2 Security Group for your application instances such that they accept

traffic only from an Elastic Load Balancer.
2011.June.8MWorld
W —— QZ -
B IPv6 day T3, ZEBR(C
You’ve probably read some panic-inducing articles about the fa % < O) AW SEEED‘\ : r to support the
continued growth in the number of devices connected to the Int g1 2\ 1 of the IP
protocol, commonly known as IPv6. This version of the protoco *7& Hb €1§ - L/ t ;(\:I-}’_ET\ n incredible 2128,

and also lays the groundwork for other capabilities in the future.

Here's the scoop:

The migration from |Pv4 to IPv6 is now underway across the globe. This migration creates many technical and challenges for all
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AWS IoT
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Amazon Simple Storage Service (S53)
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AWS WAF(Web Application Firewall)

{

M 4%@ (https://aws.amazon.com/jp/waf/)
0 o DAY LIL—ILIC KRBT ouR e ER
v Ml OB SQUrYTIosa XSmO
o e server Databace LN a]EE. APIZFR UTZERY/RIL—ILDEE
o s M— b
o CloudFront&ALB(Application Load ]
Balancer) CHIHTE 3

1&*%4*% (https://aws.amazon.com/jp/waf/pricing/)
DT TJACLDEEIL—ILES
O TR MR




Amazon Route53
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Amazon Virtual Private Cloud (VPC) T
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>t~ b : IPv6 in Amazon VPC
¢ IPV 6 ZBRCUIREESICIEZ. T2 7I)ILAEIVIEIRD
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1>t~ b : IPv6 in Amazon VPC

« IPVARNT T AIL e IPV6 (FAT 1>
My VPCs

Name « |Pv4 CIDR ~ IPv6 CIDR

@ My Default VPC 172.31.0.0/16

[Pv6 Demo 10.100.0.0/16 2600:1f16:266:fa00::/56
My Subnets
Name -~ |Pv4 CIDR + |Pv6 CIDR

Dual-stack Subnet 172.31.32.0/20 2600:1f16:342:d700::/64
- IPv4-only Subnet 172.31.16.0/20



>t~ : IPv6 in Amazon VPC

1 2R > XEHk

Name + Instance State « |IPv4 Public IP + |Pv6 IPs +~ Private IP Address v
vpc-2 & running 52.15.170.128 - 172.16.0.176
demo-a & running 52.15.142 .67 2600:1f16:266:fa00:700:20cb:5f20:3dff 10.100.0.119

demo-c & running 52.1595.116 2600:1f16:266:fa02:ddd7:f6cb:9496 bbef 10.100.2.222
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Egress-only Internet Gateway
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Example Security Group Rules

Type Protocol PortRange Source
ALLUDP UDP (17) ALL sg-84b760ed
ALL Traffic ALL ALL 0.0.0.0/0

ALL Traffic ALL ALL /0

NACL



VPCICH T DIPv4 & IPVEODFFEI & il PR

7 L RER
VPCTOFIA

CIDRZOwv 54X

HIXRwY b
JOv o4 X

INT 1w 1P/
TSAR—KIP

ARGV REIAT
7Y ARDNS

PrtEkiE e

32bit

FJA)LNCHEA

16~28bit TiEIR
BN TEEDT RL X =& ERIEE
16~28bit TiEIR
TNETNEFE
(NATZN LTI\ T U DIPETSAIUTSA
NR— NP(CMAP)

ECDARIRAIAT

7SA~R— P, Elastic IPICx 93
ZNENDODNS/KRRA Mg ===

VPN. DirectConnect

128bit

AT A~
(BENERA T3 <{ER)

56bitElE
Amazont®E Dprefix NS BE T56bit CIDRA
THAENDd EARRW)

64bitEE
INTUwDODH

(IS4 R— NCZFBIC(EEgress-only Internet
Gateway = FlF3)

M3, G2ZFR < £ TDIRITHAD
A RIDAIATTHIR— b~
RSN DDNSRR h&(F7IR L

DirectConnect®d+

http://docs.aws.amazon.com/ja_jp/AmazonVPC/latest/UserGuide/vpc-ip-addressing.html



Application Load Balancer (ALB)

LAYV—7D>257>2 "MM—XDO— RIS 2B —

14— & )

E 4#155( (https://aws.amazon.com/elasticloadbalancing/applicationloadbalancer/)
1 N —~ “ -

myLB-xxx.elb.amazonaws.com | | ~ Z/—r—\;;?\%:)ll/j—gj—;\]{tj%ﬁl:c—j_-{ <5

— A7 IR=-ADT7ITIT—23>08R— b

— WebSocket, HTTP/2, IPv6, AWS WAF ZH7/R—

/  EBOTRASEUF VY-S T,

= LANLDMEE 2 KR
— ALBEMANMB#HHICF v /S 7+ ZIER
- fiitE{AF3R

(https://aws.amazon.com/jp/elasticloadbalancing/applicationloadbalancer/pricing/)

—  ALBODicEBFfE
— Load Balancer Capacity Units (LCU)D{ER=

L
PRASEUSTa Y- a TRASEUT V=2 b

-

_ NI
LrEramazon
0P web

[ services



VPC Flow Logs& (&

IPv6 VPC

XY ND—=DO RS T4V DO%ZF v TFv

L. CloudWatch Logs/\Publishd 2#gsE

c XY NID=DA2F T 1T —R%&IXETT/

KEFXETDBNST T4 VISR

- Fa1 VT JIL-TERY IJ—TACL

dJ)L—JL CTaccepted/rejectenic
NS D woOdz=EuS

FETF 1> RO ESON BB

(103 fE)TUNEE. JOtwv >,
w7

- IBHIRIE (373 U (CloudWatch LogsDiZ#E

Bl (FERE)

__Nois
“Eifamazon

]
P webservices



AR

{5l : Elasticsearch Service + kibanalZ K3 B]tR1tL

l Elasticsearch/\
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Elasticsearch .
CloudWatch
VPC oo Service kibana

https://blogs.aws.amazon.com/security/post/Tx246GOZNFIW79N/How-to-
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