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4 Internet Standard [
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Internet Standard RFC [&
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STD0086: Internet Protocol, Version 6 (IPv6) Specification (RFC
8200)

STD0087: Path MTU Discovery for IP version 6 (RFC 8201)
STD0088: DNS Extensions to Support IP Version 6 (RFC3596)

STD0089: Internet Control Message Protocol (ICMPv6) for the
Internet Protocol Version 6 (IPv6) Specification (RFC4443)
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o IPv4 EEKRHLGEEZ FIXRILED, ICMPVeDEEMHIZEE
« IPv6TIE, BIEICEBGEBNZRI-I/VAMTUES (PMTUD:
Path MTU Discovery) [ZICMPv6 ZF|FAL TL 5.
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* |CMP Error Message (type 0~127)
« Destination Unreachable (type 1)
* Packet Too Big(type 2)
* Time Exceeded (type 3)
e Parameter Problem (type 4)

* ICMP Informational Message (type 128~255)
* Echo Request (type 128)
e Echo Reply(type 129)
 Router Solicitation (type 133)
e Router Advertisement (type 134)
* Neighbor Solicitation (type 135)
« Neighbor Advertisement (type 136)
e Redirect Message (typel37)

INAMTUIERZENMESHE I
(X, Type 2 DICMPVEAYt—
DHEBIBIEAHENDE
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e ZNLAMZE, LLTDICMPYelE BRI EBHRE

* Destination Unreachable(Type 1)
o TCPEMNFIALTINTHAETRIETETHNIENHMBLALY
o IPVAND I A —)LINY I HVELTED
* Time Exceeded (type 3)
o TCPEMRAALTINT HAETRIETELRNIEAHMSELY
* Traceroute6 M FIFAAT]
 Parameter Problem (type 4)
- [EEFEMTHREIZGS(IS—DRERRENHHILELY)
FRODRAMANYFRZALTEE (Codel) EIPV6A T3V EE (Code2) %
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$ZE ICMP&EICMPVED) LLER .

BAT ICMP B4 ICMP6
0 |Echo Reply 129 |Echo Reply
3 |Destination Unreachable 1 Destination Unreachable
4  |Source Quench
5 |Redirect 137 |Redirect
8 |Echo Request 128 |Echo Request
9 |Router Advertisement 134 |Router Advertisement
10 |Router Solicitation 133 |Router Solicitation
11 [Time Exceed 3 Time Exceed
12 [Parameter Problem 4 Parameter Problem
13 |Timestamp
2 Packet too Big
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 IPv6ld, ZOFILBRDBEREILIRZLATLNKSIZ, THLER
ANYF DB EZRSNTLND.
o E/NAJLIPXS, IPsecHM ILERA YA % FI|

Hop-by-Hop Options header

Destination Options header (*1)

IPveEEARAYS Routing header

IPv6HEEEA VAT Fragment header

Authentication header
Encapsulating Security Payload header
Destination Options header (*2)

Upper-layer header

Payload

*1 Routing header [Z) A& 1=/—FHLEE
*2 TVR/—FIC TR
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* IPV6IZT, FIATHHEREIZIGL, DAILARARTEEERE
TAOALELNDSD.

o 151 :
« IPsec #FIFT B1=HIZIX, AH, ESPHWAZE

o TS AVMINTYRERST=HIZ, BiRIEAY R LB T RE(DNSET
WE) F
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o YERANYA DT EINT=/\T Y, 41 3—Ry b ETI4IL
BFINDAEEEHY).

Alexa's Top 1M Sites Dataset: Packet Drop Rate for Different
Destination Types That Were Dropped in a Different AS

Option option

Web servers 10.91% 39.03% 28.26%

Mail servers 11.54% 45.45% 35.68%

Name servers 21.33% 54.12% 55.23%
RFC7872 &Yk
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o BRIREPT, HLIRAYZ T ESITOREIDEEROHEA TN
3.

”Recommendations on the Filtering of IPv6 Packets Containing IPv6 Extension

Headers”
e https://tools.ietf.org/html/draft-ietf-opsec-ipv6-eh-filtering

o HRERAYA T EIZ, HEINDI/RWNVA, J4IILALIIGEDEEEFEL
« 451: IPsec EH (Protocol Number = 50)

Specific Security Implications
SEFEIZx T HDoS DFEELTHIASNDATREEHY
* Operational and Interoperability Impact if Blocked
IPsec DF| A HELLLED

- s o RS IR !

PRI AT LT2H, EHANTYREBTARE
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 ACLET, J4ILART 5
« FETL—DCPUDEREERT H1=8, HlEH/\47rykd
L—R)2yhFEZER
ARIEZZOSPRFVE/ N T YR Z KXY RETERIBETEZI TSV
ENHS BREGTEORI#MEZHIEHTHIELME.
o WHRELALFIE/ NV DIESE
1. #lE7TOra)L: BBAE TIOR3/l (OSPFV3, BGPEE), NDP, ICMP.
2. EHIETJOR3)L: SSH, SNMP, IPfix, £
3. Hlst/Nyk
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XTER : #R I N4y~ (OSPFv3, BGPZE), NDP, ICMP
HETL—BRBHDTI=H, EIL—F3AF3T—ADANTAILRIZLLTF
FERTETHETHELE

e Yo HO—AILTRELALUSNDSD, OSPFVvE/ Nk (RAYEHEER9),
RIPng/ N4k (UDP 7R—bk 521) 5% &9
*  BGPODEHELSNMDSDBGP/ Ny (TCPAR—F179) %% &Y
. z&)'cmlcmplﬁ’r‘yhﬁﬁl(JES@T%%E,O), IW—E2DAZTT—RATED
1))
E

e IPsec ZFIFALT=- OSPFv3 &% LT ZEIXA T EE (ACLTIL, IPsecd AH >
ESP YRR YA R TEELY).

«  FREHBULNATYRE, L—R)IYRTRE EORBEICTSHIE, HlEHT
L—>DCPUD EREIZIKRTF
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« FIAALTWATORIILAND, IL—RFED/NybEZHET (Il :SSHEFIRAL T
WBIEEIZIE, TCPOR—R22% 550, thx&eET)

o TXAYTARIVIZCEBLEGWMERTRLAD /N ybhE%EET (Il :NOCD T
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151 :
INT YR RETETEREHET, ICMP /N YA K AYE—OFERKT S
Hop-by-hop HE5EAN YA D ALIE

IW—EADEREIRETHHEEDLIE Jhsk~ANVEFI—UNRTET/N\—FDIFPT
MIBTELUNE)

o ZDEOHENTYRIRLTIE, L—RISYRLSYDFILALN.

i

o L—RJ)IybET5HE, NAMTURRICDHEGRENZRSL, NAMTUT 597
R—ILEFHAESELAREELHS.

« L—=FISyME, AHAIEZITTELS, HARCMPRES) LW E (H HNE
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e MD54° HMAC Z#|FHL, Rz ERT Ha[HHFZEE

* OSPFv3: IPsec ZFIFARIBET=AY, IPsec MDEIEEIXOSPFVIRIIZ I uH
JATIEZL
IPsec DMFEZZLULVOSPFV3IRE DS EIZITAEFUANE
FEERHEEICEIEXEDEITEE (AHD R UVE)
ESPZE#ESCET, BRIFHREALE S 8E
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e OSPFv3 TlZ, IPsec N FIHTE 5.
o |Pv6TIlZ, IPsec HAFI|FHBIEE ?

o ERRICIE, BEDHLS®, N—F2x7 VIR 7T DHIEMNS
FRATHHELTIGEEANSL.
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151 :

. %ﬂ_%ﬂfﬁ:’éﬂﬁb, S O—/N)LIZERIREIE Bl BEZRIPV6 P RL RSNV E Ty THEE

. REAEE IANAZTOTIREREZ IS - AL

* JPIRR, RADBEZZ ML, ELLERRA DY, TLI4Vv I XFAEE U D#EF
BEELT, &

« IPV6TCOHELRTAILA:

« " IPv6 Router Setting Reference”

* http://www.team-cymru.org/templates/all-templates.html#ipv6-router-
reference
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- NEEDEHZRIZEITEA X )Ta
o TFATIA—IIZEITET1ILFR) UL, IPVADR) S oEH AT EE
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AEPTHIALTLNSIPV6 7 RL RAZES R H S7A5 0
o« ARIEZZIPV6FZRL R, FHEINTULVEWIPVeZEL AMD /Ny hERNERZ
AT
«  ICMPveAyt—TZ @] (ZALEE (PMTUD, ND%)

o HRERAYARA ZEY)IZALIE (ESPAH ZB Y, &)
pe o Fék/\v@ BEITODI ILADE, Li7aka)LEI4ILALENESEE (TCP,
UDP%E)

o FRIELZIPVEANYZFI—2FEL D\ YT TAILZ(RA)
.« WMWEOEWNS—EXRZET LA
« Anti-spoofing #48&, L—RI vk, HlEITL— HlEEEEZEA
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« NENMZHITHIEX2)Ta
« IPvatRELARY) S ZE AT EE
e LIF, IPVAEDER:
o JE#$EZ (ND: Neighbor Discovery) DL
« IPV6in IPv4 Fo R ILDHZLY

» RRARDIFATIA—IL U=V FINITFATI4+—IL) DR
IPvA&IPveZE AR THEYRI S HES, IPveR—IEL, IaE
o E:
o RRFTIK, BEFEDI SV RAR—FIIPVAZFESOTWNAZEMNZ LD
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