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o 7EILLEAKERA—)L
20098 A AE (KBEA— LT R EIRER
o htthp://japan.cnet.com/marketing/story/O ,3800080523,20401760,0
0.htm

o KREA—JLIZEMNS:1BA40FHDFTELEITE

http://wiredvision.jp/news/200910/2009100622.htm|
o KEA—)LFIEHIHENE (SophosLabs, 2009/7-9)

1B AVKRE (13.3%) 260D T 52 )L (12.1%) | SELMNA Uk
(5.6%) . AP HVEEE (5.5%) S NN NF L (4.7%)

http://www.asahi.com/digital/cnet/CNT200911040044.htm|
o TDuffETFHR

http://spamlinks.net/stats.htm#received-big-pc

http://www.viruslistjp.com/analysis/
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Messagelabs Report

e Messagelabs Intelligence October 2009

Skeptic™ Anti-Spam Protection: In October 2009, the global ratio of spam in email traffic
increased by 1.7% from the previous month to 88.1% (1 in 1.1 emails).

Spﬂm Rate 962% Denmark 9549% Engineering 935% 1-250
954% Russia 95.1% Automotive R

0 _ 04.2% 501-1000
88_1 /D 9513% Gemmany 04 6% Education

933% 10011500
95.1% France 94 4% Marketing/Media 04.4% 1501-2500

Last Month: 86.4% 95.0% Oman 94.4% Retail 035% 2601+

Six Month Avg.: 88.9% Top 5 Geographies Top 5 Verticals By Horizontal

2009

7
October 2009

http://www.messagelabs.com/mlireport/October%202009%20MessagelLabs%20Intelligence%20Report%20FINAL_EN.pdf
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McAfeelZ&HERAEH S
http://www.mcafee.com/common/media/mcafeeb2b/int
ernational/japan/pdf/p_web/CarbonFootprint_J.pdf

o EFA )LFasElLﬂO)I*)IzﬂF HEDHOL

1BIEFANLIZER (HEDTEED)

e 2008 F ¥ . McColoDEMIZLB A/
LA —ILDFLIET70%, BREEOMEIZHE
HLEIRILE—HEEEX. 122054
TIZFH,
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TEATOA e Feu =ML 18568) 0.99FIL IS 1R

T2AF0A e Fe DL (2.515/) 1.o0FIAE2F .
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AN — | TR EERF SN SO B0

DoSHE= 1BEEL 100K LA

10,000& . Bl SN PC 1,000F 1L

BEATSRIT PN SR SOF)LAWS

I e-mail) 2 CE RO IR BEILIS, BRI S IEERTEL

i Sample data from research on the underground digital economy in 2007

# AT a1l 2 AN I T E OATET O3

* TOZTA T Fobe - RESERR T 2@ FI7 OS5 L, RSB O EERI T 2N 005 A
* O FAADERDIE.

* DosHid - REOF - ST E AT R DR EL T, TEICY — e e R TS I

LU R<A o0t DWebdkY: http://ivirusbuster.jp/vb2010/underground/
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DL A—PRE. | < y—yha—
FUTA IR, (e FHEBA)
ITAD—FREDFH -—

: 4

HE O M ERIER R ES L L S - TR IR, R, (p R LS A ol hied e Fh THE 25 T0F LT LS
EHILTLET.

LR A 0%t DWebdkY: hitp://virusbuster.jp/vb2010/underground/
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2008%Q4
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LU R<A o0t DWebdkY: http://ivirusbuster.jp/vb2010/underground/
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o RANTHEHICKHRYFDEK
1 —HHERETEEHERDO DB T,
© VAT UMY —INDRAT L

UUCPMBSMTP (TCP/IP) ~
o telnet HOST 25 &LVH3,

ETEROEMI&IE. /N\—YFIL1E
o MS-DOSH B WindowsA~
o B AUNIXS R L (*BSD. Linux)
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nZn-l_é*)Jd)) SMTP@FI:ﬁ

ETH(ECHDLTE) A—ILEEETHIENTIEE
RIS L TREET DT EMATHE (R A])
EEBTFLADIE S GZfEELZL

SMTP®DF|E

MAIL FROM:<Smith@Alpha.ARPA>
: 250 OK

RCPT TO:<Jones@Beta.ARPA>

: 250 OK

RCPT TO:<Brown@Beta.ARPA>

: 250 OK

DATA

: 354 Start mail input; end with <CRLF>.<CRLF>
...etc. etc. etc.

<CRLF>.<CRLF>

: 250 OK

S:
R
S.
R
S.
R
S:
R
S:
S.
R

MEREFKDEY)
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B=FA—ILIZEHT 5
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e RFC821: SIMPLE MAIL TRANSFER
PROTOCOL (1982/8)

RFC772 (1980/9), 780 (1981/5) Mail Transfer
Protocol, 788 (1981/11) SMTP M &%k

RFC2821 (2001/4), 5321 (2008/10) ~ & E#

e RFC822: STANDARD FOR THE FORMAT OF
ARPA INTERNET TEXT MESSAGES (1982/8)
RFC2822 (2001/4), 5322 (2008/10) ~EEH#

RFC733 Standard for the format of ARPA network
text messages (1977/11) D E
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RFC722: Mall Transfer Protocol

e TELNET M¥ssRELTRE

e OTK
MAIL
o MAIL FROM: [TO:] (385 HIEETET)
MRSQ (MAIL RECIPIENT SCHEME QUESTION)
e MRSQ R - recipients first

e MRSQ T — text first
e because neither by itself is optimal for all systems

MRCP (MAIL RECIPIENT)
e MRCP TO: (B#DEEZIEET DEHE)
HELP
QUIT
NOOP
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MASQ TEWLWDFIEMN H DT

e If these receiver-MTPs tried to emulate MRSQ Rs bulk mailing, they
would have to ensure that a success reply to the MAIL indeed meant that
it had been delivered to ALL recipients specified -- not just some.

MRSQ T <CRLF>

: 200 OK, using that scheme

MAIL FROM:<WALDO@A><CRLF>

: 354 Type mail, ended by <CRLF>.<CRLF>
Blah blah blah blah....etc. etc. etc.
<CRLF>.<CRLF>

250 Malil stored

MRCP TO:<Foo@Y> <CRLF>

250 Stored mail sent

MRCP TO:<Raboof@Y> <CRLF>

553 No such user here

MRCP TO:<@Y,@X,fubar@Z> <CRLF>
200 OK

S:
R
S:
R
S.
S:
R:
S:
R:
S.
R:
S:
R:

A—YHNEET 2DMRRED T, RIEIYNTEHE =D
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TELNET port 25 REfRR D A

e RFC1413 Identification Protocol (113/tcp) & FE
WTaA—HIDZERSELI—XATREICL LD
NS |IZFRRERT R
e Received from: site (user@host [192.168.1.135])
Sendmail 6.51 (1993/4) Ta—K3EH0

o J7AT7 A —ILEDFHMEREIRE (A—IL A EMELY)

Sendmail 8.6.5 (1994/1) TG HI[Zdisable TEA LS
[Z (-DIDENTPROTO=0)

Sendmail 8.10 (2000/3) THRA LTI r&30F M55
MIZER
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saall DT HEA DR E

e POP XTND XMIT
SMTPTCEIETRNELLTIEHE
e POP before SMTP
POPn:L. nIE&ODLa:]:E

o IP7RLRABEFIACNATHMLD T VEXIZ[HRE

e Message Submission D% B (RFC2476)
587/TCP % %I F8

e SMTP ext for Authentication (RFC2554)

AUTH LOGIN/PLAIN [Z/ SR —FKAEE{EsnT Iz
RNANDT, BERD %ﬂ:yﬁ\%llﬁb%

o SMTP/SSL (465/TCP)

o SMTPTLS (Bl—7/R—bFTERFMSTLSICR A vF: RFC3207)
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RFC5321 (2008/10) THOEXHEE &

o A—)LIOZATUMIEITSH Message
Submission Protocol (RFC4409, 587/TCP) @
F FRHELE

o KEA—)LIZBHELT-EE B D E N

g N R HDIFIREMTIEGEL

o ERTHILHIMTEDLEDH/NDIURT RE
A—I)LEETAHLEEMEZTIEGD

o MEICEDTHILLM TELLEDHETEHRE
SEFE(RCPT TO)D KRFEMNEMNTHAIHE (L H—/
ANYA) LT e SR CL A
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REA— )LIEEDFO

BB FA—ILT O EDER
EFA—ILTHOUEDEL Y
ISP/ASPDTEY )

WebTJA+—LDERF
Bot® F| FF

% :http://wiki.asrg.sp.am/wiki/Taxonomy_of spamming_techniques
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BEEFA—ILT7HOUNDER

o JRNEMIFTTIZ, £ ,.,J ILDE(EH AT EE

o [A. TAHOFREDEEIENATTHNS
o XRLELT., CAPTCHAh\r“Q IRYEY (I3

Completely Automated Public Turing test to tell
Computers and Humans Apart

BEICEOHDIEDN L, IERICHEZELILDET
o http://labag.com/archives/50932625.html
o Xk
B DY —EZR~DT7 7 tAEBHIZ, CAPTCHAER
’EEK%L’CAF‘EEJl:;ﬁiﬁé (xAZ)vk)

1Y ﬁq:IZIJL Iio) Eﬁ%
o PWNtcha:http://caca.zoy.org/wiki/PWNtcha
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PWNtchalZ kA f#:%

http://caca.zoy.org/wiki/PWNtcha &Y

Vendor site:
http:/fwww_ gudlyf.com/index php?p=376 =
Weaknesses: constant font, aligned glyphs,
constant glyph position, constant rotation, no
deformation, non-textured background,
constant colours, no perturbation.

Authimage 100%

Weaknesses: constant font, aligned glyphs,
= 100% no rotation, no deformation, non-textured
uchbBZ W ° background, weak colour variation, weak

perturbation.

linuxfr.org

Weaknesses: constant font, constant
character position.

VWeaknesses: constant font, almost aligned
glyphs, no rotation, no deformation, constant
background, no colour variation, no additional
perturbation.

Vendor site: http:/ivwww._phpbb.com/ =
Weaknesses: constant font, no rotation, no
deformation, constant colours, weak
perturbation.

Vendor site:
http:/james_seng.cc/archives/000145 html >
Weaknesses: at most 3 different fonts, no
rotation, no deformation, weak colour
variation, useless perturbation (separate
colour key).

100%

Scode and
derivatives 9454690512 1 -51gq

Weaknesses: constant font, no deformation,

e constant colours, weak perturbation.

89%

Weaknesses: fixed horizontal glyph position,
49% no rotation, no deformation, constant colours,
insufficient perturbation.

Xanga

20
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M AZTICAPTCHA

Verify Your Registration

* Enter the code shown: | Miare infa £
Thiz hE||J3' pravent sutomaiad rEEiS'.Im'!DﬂE".

“Write the text from inage below to this texthox
[ | Eyestrain Captcha
s & This Sizes

Tl
Qiafilying qurestion WWM

Just to prove you are a human, please answer the
following math challenge. e
WOR
vt |muaumwmi |ép,

: Calculate: VERIFICATION

%[4-:-&11(7-.:—%)]

A ||
mandzion”

=[]

Note: If vou do not know the answer to thiz guestion,
reload the page and you'll get another quezstion.

http://labaqg.com/archives/50932625.html KU
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o 4T EIZKYBFA—ILTHIUE
'IE$E§]\__L—CA_M
R ZZHMOD A —FNUNBA—)LH—/N

o W
A—)LEE DFEE R
BSOSO TV arsxt T SR
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o FE=FHRZTFI A— /LY —N
ANLA— )LD EREE L THEEIL T SRIIE. 47—
T L—E— &I T=>7=
o Y—RI—T12T REBBLHEZ - (userdodomain@relays)
IRFEIX, IP7RL XD EEFE IR WPEREEICE DLV TR

SHEHADITEH
o POP-before-SMTP (£[EXOHLY)
o SMTP AUTH (over TLS)

DAIABRE(IZLYA—TL—{tEndEEE,
e WebDA—7>70FxL 18 E
CONNECTAVYERE N FEZR HEA—ILDIEIED ATHE

S 2 : http:/lwww.atmarkit.co.jp/fsecurity/rensai/handling03/handling01.html
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WebjT_-ZAd) IL;\%

o WebTA—LMhBbA—LHNEESINBCGI
F(IFZEALGLTHHTESCEN B
® XK :
AXORNBMNBHICIEEETELAWEIIZ. E
B CEHEHHZRETET S
SEERERET D
EIEHEEFRHTS
&
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BotNet

o JA)LAIZRZEL=IFFIHEIREICLI-Z 8 DPC
(Bot, Zombie)IZ&k>THEEINF-RVLrT—H

o A/\.L.1%E{E. DDoS (Distributed Denial of
Service: I —E XEAREE)KZE., )y

DEER Web[GERADRIERET), T4vy
FIZFIAEND

¢ IRC (Internet Relay Chat) #rvrJ—o%F %ML
THlEIcnTEHY. HliEE (herder)d RHEY HD
=<y
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BotNetIZ&k B R /INLDIEE

o EIET LA HBOEIEICEALE TS EIZE
T, RIERAMIFTTEHITIVIRRENMKSS
MAPS Dial-Up List (DUL)ZEDDNSSB AKX T V¥
'JX (DNSBL) — by TrendMicro since 2005
E%’)Fifr\ﬂ’ BHEEBA—ITRFLRALERSETL
ISPRDERZIEEA—IY—/\DBFBHINLE
%I}?SB (Outbound Port 25 Blocking) Ay [E] S
PRl BEERBDEIGFSNTLES AT EEH
EEL—MIR. B EHIBRITHEM ?

2009.11.20 WAV DEFERGE / PARE [ REA—IILHREIT— [KIR] 26



249324 (Phishing) FE 1%

® 2003~2004I—bE7b\br_<n:b\nﬁté;h/éé:5‘—7’;%

o R/NLZEEEL. BELI=WebY —/\ZER1T

EEXS LSy h—

[T. REICEEHRZINEF I HELO=F

Fd)'lﬁﬁli"éljﬁ’éétol LA

WEDKEE. A—ILZEOERICEAL

SHIZFDERTH

FEZHELT,. A—22a YA+ T

IEDHMmEITLDN, REZT-FELERONSATREM™ES
SHIZPCEDAIILRIZRRGEETES

o F—OH—FDRA/INA DT T TILIZHENEKX
o Bot{t CHEEMNMFTAIC

e DNSODHEE5 4%

WV 7—3SV T I2HEE
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2109209 DEE1L: Fast-Flux

o T T DERYFEDEIZLLT S1=6HIZ. Bot
[CWeb7 /X &t 5 (2007EE~)

ERIZWLBIERINE R Y —/ & 15 (Mother Ship)
AINLA— UIZEBE SN DURLIZEDODN AR AL £
(X17E%8
DNSIZEWNWT, FAMVEDBLIPTRLRE IR T LR
2. EBEESTDNDEEZEAS(BotDIPFRLXR)
DNSOTTLIE#BixIZFELL THLZ LT, AL -Bot#x

tEE LIZ<0Y
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Fast-Flux® i1t

e Single-Flux

DNSH—/\DEIEDELD (ISPigE ?)
e Double-Flux

DNSH—/\#5E+,BotNetN TR (h %)
o T LiEkEnt-URL

URLZAILAI T 1T VYiRITS

o AILEGHNATYL. 7IVEAEDRAMUNELGS
o http://xxx.user12345.com/login

» 2006FBEMNDZ{ROMNDHLIIC
e [Rock Phish Kit]IZ&kAEH# T I +DEE
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AINLA—)LETESLEITZLDA—HITEEFETHHICE. BHGEA—ILTEL
ADAFNLE

o WebMHA—L7RFLRFIRE
THXALTELD (T TS (mailto: )
BERIEIE—DDORE(ZDORITENEXFREBTEIFRESNTLED)
° :E_b§ﬁ1§|]
@%“&#64"IZL1=Y) ., JavaScriptCHITL T ns5LL0
o % http://mailspam.cocolog-nifty.com/blog/

Code words(BEWLVEEANAEENTULWNIEZ(TED) DFEWMETTRL X (EEIM
[ZEB) LHAEHLELIDLEIN
o A—JLY—/N\BAEMA—)LTRFLRZIRE
SMTP VRFY (ZRLREFEEEZRNDIATUR)
o SHTIHEBTALSICHTETLONER
SMTP RCPT
ER(CA—IEEODTHT/INIURT HENESR
o H—EXRIZEEZLI-FHRDIRE
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o EXEEBTRLADITFYIIAMIEDT4IWLE) Y

Jx[EEy 5F

A= ILDRENESHLEILLLY
o 2 —JLAXDURLIZZIVEALTELZANIXOK

o A—ILIZHRAFLF=D4ILRIZREEL TN NIZOK
AINLA—= )L REIT/INDALIZGE . FEfiant-
:L—ﬂ“l:j:%@/<r7>zx—)b7bﬂ‘ﬁ<:a%|5‘nﬁf=§f%é

o INYIRXyR—
I5—A—)LIZREMNTI=R/LEHS

o T4y DEEIIERMIZREMNTE5-OIZHE
Lonsd
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RADTOITLILEIAND X

o RAUTUIAILAE

FELTRNLA—IL DAL ZfENTL ., BEED LA
EEGE ISR T 50T, RANLA—ILAEShE
FIAT SFik

o ERCLITNEERETILENHD

o R/—JL—x24Y

F'aEH?mm\ﬁ B BEAFIZKYURAOTUILILA%E
o9 5F MO

o trg( ZHTMLDGE (L., BIEIZRRSINGVDE D IZHEHOHAEN

o HEBRIZAR—XZFHHEALY. 1Z1ICLzY &L o=l A
EZLHB

E{R1E
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FED(BEFA—IFAHBDILIEGEND)

o FTEARFHIEFHELT:
PCO7 YT T—KMEIEDIZITD
ELLVRAIT7AILIERM G
FELWLDO1E9) L7
o BRNCURL(RIREINTULVGELA) RIS
o MILDVAIIAMRYIMIFRIZFVIL TS ITNE. ..
BDATET ORI EEESNAGO (HFLGELY)
o UTEYR—FTEH5—ERANERTLHELLDE
BHDA—ILTRLRZEE DTS
o Tagged address (user+tag@domain)
o TRLARZEIZ, EChBA—ILDEETEEETESEIREM
o BEMAECHLIRHLI-DHBIEREE
NEATHIA—ITRLRIEERARICERE
o Code wardshRETES
TRLADERZHERZNIZIEITEMT S
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