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See Also: Internet Infrastructure Review
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- RITFIXEEFFEBRAOELSRASN TOEMHERE (

o« XS A RERRER T D R

- BTFEOA—IIVEEDEEAZERT S LG TR E
— DNS O E#AZFIRAIT S EICRYFHT-LGEREI AT ELLZL

- L1_%IH$E’<°.=...nEOMi‘fEa"%O)J_L\I LOEH DRI E
SPF (Sender Policy Framework) / SIDF (Sender ID Framework)...*yrJ—2 A=
+ DKIM (DomainKeys Identified Mail)..

X—JLEER DNSH—/¢—

’{?f
g ~

BEERY —/—

BFERAAN

FEETTRAA YDOSPFLO—R%

BB (SPF/SenderlD)

BIEA—IJLODNSH—/t— 5
AFRIFHIUS(DKIM)

D X—LBE

n (SMTP)

A—=JLA\yF— $K’é#»¥:b
DKIM-Signature % {4 5 (DKIM)

—N —"
Aty A

BEEREANYTELTRE

(Authentication-Results)
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. SPF/SenderD | DKIM \
Sender Policy Framework
(RFC4408) & % DomainKeys Identified Mail
Sender ID Framework (RFC4871,5672)
(RFC4406,4407)
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- EEBFRBIOLEETI AN ZTHME > SPF LO— 25
- XEAIDEKRE
— XMREGDEAMVBZEFEIA—ILOHEOAZEET S
— FASL2 %D SPF (TXT) La—RIctH A% &0k
example. jp TXT “v=spfl +mx +ip4:192.168.2.1 —all”

L READETE
- — NP ORANA—ILZTRITIRAZEY—/\FRIEEZEA
= — EHEI#E B % Authentication-Result ~y4& [ZER R
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« EIEFTERT SLHA
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— A—LZERICEFELNEGO>TLOIMZTHIE
- EERIDRE
— WREGDRAMVBPEZR) D — A= I)LOHEOPTEET S
— EEA I —NICEFELGZIEAT HHEEZEM
- BFERICRELLGLHE (MER. NFBE) Z2/E — EHAMICEH
— /\BASE%E DNS LEIZ2ABA9 % (brisbane. domainkey.example.com)
. :d‘{ﬂlld)a&i

NENSEFZA—ILZEZ(TESZIET— /NI EETEA
REFEEE %A Authentication-Result ~ w4 [ZER R

- munmﬁdﬂﬁg%i%§$§:7’rjbézl *”Fﬁl/f>k)ﬂxtj>/__' ﬁéfDﬁzﬁﬂiﬁﬂil*Uﬁﬁ?ris
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L LU R

DKIM-Signature: v=1; a=rsa-sha256; s=brisbane; d=example.com;
c=simple/simple; g=dns/txt; i=joe@football.example.com;
h=Received : From : To : Subject : Date : Message-ID;
bh=2jUSOHINhtVGCQWNr9BrIAPreKQjoO6Sn7XIkfJvOzv8=;
b=AUUOFEfDXTDkHI1LXSZEpZj79LICEps6eda7W3deTVFOk4yAUoqOB

4nujc7YopdG5dWLSANg6xXNAZpOPr+kHxt1IrE+NahM6L/LbvaHut
KVdkLLkpVavVvQPzeRDI009S02I15Lu7rDNH6mMZckBdrIx0orEtZV
4bmp/YzhwvcubU4=;
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EEF A RBEERAT — EAKR 1

- HFEIOFEANR;

— Lars Eggert A @ Nokia [Z&4EHZE (https://fit.nokia.com/lars/)
alexa.com [Z&k 5 _E{iI web site DR AL ZFERAE (2011.05.22)

. 61.6%

500 sites tested
0 DNS errors
308 with SPF

30.6%
500 sites tested
0 DNS errors
153 with SPF

49.8%
500 sites tested
0 DNS errors
249 with SPF

. 52.2%

500 sites tested
0 DNS errors
261 with SPF
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41.0%
500 sites tested
0 DNS errors
205 with SPF

dElr
29.5%
2604 sites tested
181 DNS errors
714 with SPF

61.8%
500 sites tested
0 DNS errors
309 with SPF

37.4%
500 sites tested
0 DNS errors
187 with SPF

63.6%
500 sites tested
0 DNS errors

11

318 with SPF
=
53.4% -

500 sites tested
0 DNS errors
267 with SPF
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EEF A BB — EAKR IV
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AT

23.0%
500 sites tested
1 DNS error
115 with DKIM

ybal DKIM Deplo

- ZFEOEAIK;
— Lars Eggert A @ Nokia [C&5FHE (https://fit.nokia.com/lars/)
— alexa.com [Z&B E{I web site DRASZFEAE (2011.05.22)

nina
4.4%
500 sites tested
3 DNS errors
22 with DKIM

23.6%
500 sites tested
0 DNS errors
118 with DKIM

United Kingdom
21.2%
500 sites tested
1 DNS error

106 with DKIM
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14.6%
500 sites tested
0 DNS errors
73 with DKIM

AEIF
7.4%
2604 sites tested
219 DNS errors
177 with DKIM

30.0%
500 sites tested
0 DNS errors
150 with DKIM

15.4%
500 sites tested

0 DNS errors
77 with DKIM

12.0%
500 sites tested
2 DNS errors
60 with DKIM

UI 1;

TR T

9.4%
500 sites tested
0 DNS errors
47 with DKIM
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° J:11LL I:;(;f“/ http://www.alexa.com/topsites/countries/JP

N aa

Alexa - Top Sites in Japan

Alexa - Top Sites in Japan

9 Wikipedia
wikipedia.org

A free encyclopedia built collaboratively using wiki software. ((‘Jeal‘ve Commons Attribution-Sh... More
> Search Analytics ),  Audience ),
Home Site Tools Steinb  Whatshot  Toolier Wi i o

10 Amazon.co.jp
amazon.co.jp

d Alexa

Amazon in Japan. Article descriptions are in Japanese, but account setup, shopping, and checkou... More

@ Help improve your rank with SEO tips in the Alexa Site Audit! (> — 2 FrirArfrfiy  SesrchAnalytis p.  Audence

Search 1 goo
TrIDF—IR—ALWAT, Za—2R - BANELG LG T—IR-AD—ERRE LR, .. More
ﬁﬁﬁﬁﬁ Search Analytics p,  Audience .

Top Sites in Japan @
The top 500 sites in Japan. (2

12 (Fa(ebook
acebook.com
Yahoo!h 5V A social utility that connects people, to keep up with friends, upload photos, share links and ... More
yahoo.co.jp ﬁﬁﬁﬁ /'y Search Analytics ). Audience p.

ARERAEDOT < LI N, T2 TI—EADETAPIEAN,

Ay Ay fy SearchAnaytics p  Audence ), B mixi
mixi.jp .
2 Google B V= eidy hI—09A b, Xy e—YER BE. AZT2=F A8 HABNEE, ... More
google.co.jp Wiy iy 7y SearchAnaytics ), Audience ), |
EMERHY—FIIYOBER, Tx7, AA—IBIUZ 21— 2ARK, UsenetTiR, ... More o
ﬁﬁ ﬁﬁﬁ Search Analytics ), Audience . 14 Twitter
twitter.com 1
3 FC2 Social networking and microbiogging service utilising instant messaging, SMS or a web interface. —
fc2.com ﬁﬁﬁﬁ .'.ﬁ Search Analytics p,  Audience .
FETIOS Plog), T—AR—IP—ER, JxI7TVTr—avEliEE. . More N
Arir Ay SewchAnaytcs p  Audence ). . e
5 e
4 YouTube - Broadcast yourself ZOVIHART ZRMBERMY — R, IXY MIEDS SBIE, FoXPZ1—ABRMORNM, ... More |-
youtube.com ﬁﬁ ﬁﬁ ﬁ Search Analytics p,  Audience . o
YouTube is @ way to get your videos to the people who matter to you. Upload, tag and share your... More
Wy Wiy vy SeachAnaytics ) Audience 16
-~ msn.com :
5 Google Portal for shopping, news and money, e-mail, search, and chat.
googie.com ﬁﬁﬁﬁ :'—_ Search Analytics ), Audience .
Enables users 1o search the world's information, including webpages, images, and videos. Offers... More

ﬁﬁﬁﬁﬁ Search Analytics ). Audience ). PRr=)Fas

ameba.jp
PA=ITOY Ameba|7 A 70, P —T—F x> hHME,
meblo.jp ﬁﬁﬁﬁﬁ Search Analytics p,  Audience .
ﬁﬁﬁﬁﬁf} Search Analytics ). Audience p, 18 2Th
hatena.ne.jo
EFHE AN - V=2 e LTy oR—2 - FOYFOIAZT 21 =T+ HNDOWed T —E 2 £ 2, .. More
rakuten.co.jp ﬁﬁﬁﬁﬁ Search Analytics p,  Audience .
EMOMET A FE—FrLUERELTABZRTVWSEY 3y EVTE—IL, A—0 Y3 v PREBAGIHAM, ... More
ﬁﬁ"ﬁﬁ Search Analytics ). Audience . 19 Seesaa
seesaa.net
8 FATRF
vedoor.com Wiy iy iy  SearchAnaytics ) Audience ),
WREFEE, K—FLMEORRAT « Y —EARE, REE - HE IRNE. Y—E2YA hOUYT, .. More -
Wl frfryy Searcnanaytcs p  Audence ) L » 2eans
Y 2ch.net
)« >l L ORHEN—F SELMTERL,

W Arofyyly Searchanaytics ). Audence ),

C
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o EEFRBREFEMLIA—ILDEFRI
— DTNk
— EMRA—ILDTAILR) Y (pass T4ILA)

o HEEA—)LHEK
— A BES-EEBRAMVDOREE (FAMVLEaAT—Ia DOF A)
— DO LLRAL DL R

o BITHABAREA—ILDET
— RTARYRFELTOFIA
— EBECEREETIEEBA—IL I I IEEITEBEDZE (RBEFOER)

|
-
ft
|
=
"_
£
=
——
_
I—
=
| —

- BB %‘ﬁ'lfd)aﬁﬂﬁ%’éﬂﬁﬁLf:ﬁli‘:'l?»f)lz@)‘/ﬁ‘@ﬂﬁﬁ
- |:|L.|:| {f‘iio)* ﬁﬁ?iﬁ@ﬁ%ﬁ— (RFC5451)
— MUA (Mail User Agent) TOHEEEYLRZE THI A AT EE
— ISP DEFEFETODIILAFRTEMEEE (RYITFELXEKRT1ILE)

o FTRTILOEREFOEREDEBIEF BT
— ARF (RFC5965) Ia&EZ#| AL T= FBL (Feedback Loop) TDF|FH
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EEF A BAEBT — & 1

e )‘—)bx"_%’\@%_ﬁn’ﬁ*%@ﬁfﬂ

G R Z eI A — T4+ —< vk (RFC5451, Message Header
Field for Indicating Message Authentication Status) Z #|F8

K

Authentication-Results: example.com;
spf=hardfail smtp.mailfrom=example.com;
dkim=pass (good signature) header.i=sender@example.com

— ‘}ZF —)bﬂ—/ﬂﬂu'wwwu>7‘hﬁiﬁbt\%éf%§1§%® MUA
- MUA (Mail User Agent) 0)7»()1/’97')‘/7“%‘%"&(:4%) ZIEE AN

oL

B9 : senderauth (SPF)

uFo [ winno :) 2Ec—BULEBS

1l

‘: Authentication-Results = :’ spf=hardfail ‘: L 3=1 8] 4] ) Q
[ Authentication-Results + | spf=softfail [ zas (=) /-;-\ —:
LT OI{EZE X7

AL TR

(xyte—vons—z8E ) (/vorsovezx 3 [ 0. 37(',\ Q

(zv>en)( ok )

Apple Mail D71 JL3) 2545
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- FBL (Feedback Loop)
— FBL L[FA—LREBDOEERANDEFFOHLILT
— KETEHPEEEENPILLETOENLHY
« TOXEFXREFEZEADOFERSERBEOZER
« Z{SIT Webmail ETORIVICKEHE - hEEEEA~DEL
« BIESNWTOWSEXEATHNITHRE
- EEEFEOF R
o EEFEFXRIVAMMSDHEIFR (opt-out)
« HEDHO-A—ILDEA — KBETLEDSEDRE
. %EFEEHKEODEHE\*E&, etc ) o
- BUBMAEENRLIEEANEST LD THENDRIENLE
— BEA—JLIZ DKIM A% (DKIM-Singnature) M &1 I X B4R EE AT 48
— ARF (Abuse Reporting Format) f¢ X THNIEANVFFERLEENS
* An Extensible Format for Email Feedback Reports (draft-ietf-marf-base-06)

I

’ I

L L

Mﬂ IR L]
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- Backscatter [t1&
— AREA—LD SLITEETIHERMNEEMINTLVS
— FEEFAA—IICHTEIT—A—ILDEELITEEEFREF A
— FEMEINTZANEEINSIKEDIS—A—)L
— ERBRIEIS—A—ILHVGRERA—)L EHI B
— I5—*—)LMiX{ETTH Black List NBEFIN AL E R HRELFRAE

- [EEE

- L1=I‘)(’r/nanE*§1Tﬂ (J:L)L1=%'lﬁilﬁh\ﬂlﬁﬁ—\éhfb\étlh\bhé (”fail” or
“softfail”) IFIEBENITT—A—JLIXEIXITHIEL

— FIEREFRBEDA—)LEZITESLLY — Al DHA (Dictionary Harvesting
Attack) ¥ =REHE

K

oL

Q MX Host  Spool Host

| ol N I_. I
A The — W
Internet _ U
User Unknown
V\ L
R
eport
RBL . “
Bounce Mail
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EEF A BB T — ER

. 1’5‘1‘ ElDERR

mmn ’ '[r ] '

r.mwmm

SPF LaO—FDEEIFHIZOWNE
— KYBELGA—)L (BEEERF) IZIX DKIM DEAZE

- llj))‘;gi%d)&#ll (reputation) A TMNEHEWNEITER (EKBERA—ILEEELE
\ \ \

— A—)LEERBOEDR - A—ILURT L, FIRAE FIRAIL—IL)

— EERFORXIEERI (SMTP-AUTH) IZ&5EE — BN E

— E{EHEIEER (SPF/Sender ID) N IEELLERESN TS MVEERR

— DNS MO &7, RR (Resource Record) DIGBEEDE & (TTLﬁE)

— DKIM ADSP (Author Domain Signing Practices) [Z&5E & 5§ D XREA

A—ILH—ERXTNHEHR

— BENAZEHROEEICEEBEAMEITER
— ENENDEFEA—ILHDELWVEERFREFAL TS HERR

— EERFD PRA (Resent-* AyA) 0, YN—ZR/NZADEEMZ (F7FEIZ&
% I)L—F D [a] )

— DNS &A= LY —E XN D BESNTLVDIEE D HYR—
— SPF/Sender ID: “include” FH® SPF La— I~”&¢E1
— DKIM: “_domainkey” 7R AS > DRZEPRTERALFHBOIRM
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— FIETHEABUOEIES BB A— )L (LN
_ SRR EFER ZHRoTHLIEHDOEMITSBEEL
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Japan E-mail Anti-Abuse Group
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