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— OP25B (Outbound Port 25 Blocking)

— Source Address Validation (RFC3704, BCP84)
« Asymmetric routing attack xf %k

A— LY —/NIZLBxE

— SMTP-AUTH (RFC4954)
o PHOEATHIBDEELLE

— 1X{S IR
— SPF (RFC7208)
— DKIM (RFC6376, STD76)
— DMARC (draft-kucherawy-dmarc-base-04)
— Contents Filter (Outbound Spam Filter)
Dt
— Botnet M C&C H—/\(M takedown
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o RYRT—IRIIERTR
— DNSBL (DNS Black List, IP address base)
— Graylisting (i Z1EJTIC K5 — BRI IERRIER)

o A—JLHY—/N\[ZLBRIEE

— Contents Filter (Signature, Sandbox, Heuristic Engine, etc)
* Anti-Virus
* Anti-Spam
—EETNbDRKREZIEHIR (throttling)
— SPF (RFC7208)
— DKIM (RFC6376, STD76)

— DMARC (draft-kucherawy-dmarc-base-04)
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DNSBL (DNS Black List)

— {L#AA: EREITTOD IP 7RL X% DNS O query 4 http ZH| AL T Black List EEITICEILE
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- KA A—IVERETHHICHIE TSSO TRESB(F/NSL

—  F2FT1: Black List [CEBERSNT-TZIT THA—ILDEN GRS [ ZITENGLG 5. fERREN D
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— EI2:VAMEROR) O —HEBHRLZEDEH S
* Gray Listing
— A R OELELNFIE DOMGELMEEIZ temporary fail (4xx) ZiIRZLIEEL MTA
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— R EETEIDITTIELELNDTA=ILBN NS ED (BEARMIZIE) 4Ly
— ERTLEEEENKLETS
— 5572 3£1E MTA A\ fallback L= B4 E IP PRL AN EH-1-1BEIZHE temporary fail
I AHAREMEN H D (B X BENIEK)
 Source Address Validation
— DNS A5 NTP, SNMP 7% & UDP @{E4EFLT- DDoS RE Dtk

—  A—JLIZHRVTR, asymmetric routing attack (EJE IP % source IP EL TETE IP A\ E(E
L. 008 1P 7 FLX B CREE75) HEEL TA)



Outbound Port 25 Blocking

(OP25B)
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— WEYEARA 2R TD Router ~D ACL (Access Control List) Z 5% 5E
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Outbound Port 25 Blocking
(BNE)

Number of ISPs Japan Spam Ranking
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40
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0

Spam Rank: Based on Sophos’s Dirty Dozen report
MIC: Ministry of Internal Affairs and Communication
JEAG: Japan Email Anti-Abuse Group



Outbound Port 25 Blocking
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e SMTP-AUTH (RFC4954)
— A—)LiX{ERIZ ID/password [CKBEREEZT1TD
* SASL (Simple Authentication and Security Layer, RFC4422) L —.L
D—O%=FALERIAN=X L
. E;I__,%I\_I, &LOGIN REMSIESNENEREETIL TLS (or over SSL) ZH A
— FSRELT- 1D BICEAFEHT-YDBEEFIRZE TS

« f5ll: 1,000:8/BE XV — G REEERFICITEENEETTIT 54
{E D ZE i (https://www.iijdu.or.jp/guide/mail_control/)
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(1)
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— RITFIXEETERSELIKRBEASN TSN FER (FREL)
— DNSZFIAT A IR Y EID R AN E

CLEER BIETR ALY
A—ILEEA DSPFLO—K  Z2{E4A—)LODDNS
ZREFR (SPF) Y=o RERIE
#REL1S (DKIM)
DNSH—/ ‘ I| I

A—JLAYE KX EELL.
DKIM-SignatureZ {5 (DKIM)

oy %E(STIA*TTP)—/( A—ILRAEA

SPF: Sender Policy Framework (RFC7208)
DKIM: DomainKeys Identified Mail (RFC6376, STD76)
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DMARC

Domain-based Message Authentication, Reporting &
Conformance

« BHHY
— KA EBRCTE=OIZEIZHAAB D LA EA—T 1t
— LB FDIREMTTR B A EDMEL
— FREIOER EDRTERREARRIZRILTS
— SPF & DKIM D KYLELVE A D EYHEST 1T
— KYTEBRIZLEREE A & (policy) ~D AN

S
— B O AT (SPF, DKIM) ZF| F

— (SRR T EZTIYTERLVAE (policy) ZBEATESEDIZRIE
BIMNSEERANTA—R /N IFITD
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DMARC

(2)
) F s
— eBay, PayPal &anhoo!AGoogle (Gmail) A% DKIM ZF| AL 1=
4900 XKz Fn
* eBay&PayPal, 71y x5k TGmail& 17 71 (2008.07.09, H#EBP
ITpro News)
— FEAOTAMER L LLERR B 1F
o LOLGHGERRENKRT 55— RE% 4V Ho1=
o BH—QOFRRERMIZIT THER DR RM=F AT LIS
. ﬁi&%ﬂ&,ﬁ&@%%%ﬁﬂfééo@ Feedback DMTZ D KIG AL
— EBITHDEREZTEEEESHTIYLLT IL—TIZHLR
— JIL—TTHIHAF ST EERL . 20115 D MAAWG TR,
2012.01.30 DMARC.org EL TH E (dmarc-discuss ML)

— 2012.11 85t IETF @ Atlanta T dmarc WG Zi2ZE . FND1#% IETF
 (dmarc-ietf ML)



DMARC

(3)
o FEBELTDHEER
— DKIM & SPF DE A (and/or)
— FIFRT B FNDEIE (Identifier Alignment)
— T4—bN\vOZEDEE (A—ILT7RLADRAE)
— DMARC policy (DMARC record) DEE
o« WRELGLBRALUD “ dmarc” HTRAL D TXT RR
o FHIE “p=none” M5

_dmarc.example.jp TXT "v=DMARC1; p=none; rua=mailto:dmarc-feedback@example.jp"

— EIEFAL RN FERIEZREEAZE (feedback ZF| )
— DMARC policy DERAZE (“pct=" & “p=" 2L BHERFEHIL5R1E)
o ROEEMEELT “p=quarantine” & “pct=/NELVME”
o IL[THRDEEMEELT “pet=100" (2
o 5[ “p=reject” & “pct=/NELME”
« ERMERIIZ p & pct ZBIZEEIFTEHTKC



DMARC

(4)

ZEAIDOEA
— ~YA From (RFC5322.From) MBR ALV ZERYE T

s MYHITRASIE—DFIT
— DMARC policy La—FZHBYH 3

« DMARC TXT La—FMFFE LA LMEE Organizational Domain 125

WEHHEZITD

— DKIM E & DIREEL SPF FREEEATD

* Fir nEh\E‘ZIjJ (pass) LT"I‘?"(J%*”%#%
— FREESN =R F (FAA>) & Identifier Alignment ZF v’
— DMARC A&t (policy) ZE AL TALEET %
— DMARC Feedback

e “rua=": £ 7R—I (aggregate reports), XML iz X

o “ruf=": REBXL 7R—I (failure reports, forensic reports), ARF Z F| F
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 Sender Authentication & DMARC
— EREFEEER none MA—)LEFE(ZxI (FB1TH)
— EHBLEA=ILOZEETHNIFEAERTIGLTINSZEFRIIRIZ pass LLAMIFEFREFIBTL T
reject (FAEH2)
* Domain Reputation
— EREISNIEEBEHR GEMSINTUVEW) FEHEL TRITIMAREA—ILETZEZI(TES
(Domain White List @ | F)
 Spam Filter
— FAULEAT—2 a3V THENTEENOIEETDA—IILERNBEELTEIT spam HITE
> HERIFLEaT—3 0 feedback
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o A—)LERERREIZKDHEREED K BX (indirect mail flows)
— A—JLERIEIZ &S SPF DEREEREX

- BR3AITTO) RFC5321.From DEEMZ > B34 % T SPF (L pass >
DMARC Tl& RFC5322.From &EF—EK (fail)

* DKIM MEA or BRiX E TORITAR) A+ (BriEE =X Z{EEX
D T) TXtIits
— A= G1) R HEEE
e Mailman %22 &€ Tld RFC5321.From [FA—Y2H YR NEEBT7RL X >
SPF [& pass > DMARC TIl& RFC5322.From &EA—E (fail)

* Subject: NYAE DEZMHLZ (ex. “[dmarc-ietf]” DF5Z) > DKIM D
FRELRE > AV TV DHREZTLLED D

e Mailman DX /\N\—3> TlE From: NyA EEZHZ HHEREN BN
SNLEDFEHELHY

« BRIZEIFTASDKIMDER
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o AMOINZTAHMAIE
— SPF, DKIM A D BN ECAZHYFECER
— A= ILDEFEDORTEZHEIC

% RFC5322.From ("\Y& From) ZZ&f(Z

— BREEDSFELID N AN R DITHE S A
(reportlng) & FEDIRET > feedback D{LFEA~NE
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N2
DMARC

(Domain-based Message Authentication, Reporting & Conformance)
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