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phishid &RHA R T4 H A URL oA MERL
5195494  9A1Bankof ireland http://*** org/WordPress/wp-includes/images/boi/boi/authenticationdetails.htm  WordPress
5192887, 8A31R|permanent tsb http://*** org/WordPress/wp-includes/js/mediia.php WordPress
5188326 8/ 29H |paypal http://***.com/Welcome/2ce8669256114fc963b3f4bce5c0994c/?dispatch=*** WordPress
5179711 8FA24B[BANRESERVAS |http://*** jp//NetBanking/Login.htm WordPress
5162853/ 8 16H |paypal http://***.com/file_upload/upload/dudsfac_files/account/hamed.php WordPress
5156609 8H 148 Apple ID http://***.net/wordpress/wp-content/plugins/easyrotator-for-wordpress/zipo/ WordPress
5150991 88 11A |twitter http://***.xyz/pr/1/ WMEIZHRE
http://IP_Address/wordpress/wp-
2150713 SR1LEb2y coancent/themes/Ad/indzx.php?llgidderblocklogin&hc=*** WordPress
5143396 8A7Hflibaba.com  |http://***.com/topics/sql/NewAli/ Dreamweaver
5132141 88 2Alpaypa http:/ ***.jp/mp3/admin/Check_account/787.4640798ABDS/Remove_Iimite_Acoou unknown
nt_ppl/897946FDSREZ/Update_Your_Information/check-2017/mpp/
5129154 8 1H|dropbox http://***.com/wp-includes/js/smw/db17/Home/ WordPress
5121681 7527 paypal http://***.jp/upload_takanoko/upload/reikai/account/hamed.php cgi uploader
5120061 7 27H |paypal http://***.com/zing_post/upload/PopHopes2017/account/ cgi uploader
5116288 7A25Bflibaba.com  |http://*** .com/images/gram/alibaba/index.php?user=*** unknown
5109990 7H22Epaypal http://***.net/config/Login/customer_center/customer- unknown
IDPPO0C799/myaccount/signin/
5103579 7A18B[Chasebank  |http://*** .com/member/topics/files/****housing/joothersrd1.html J2 BPHP
5005803 713 lunknown http://***.jp:1080/yaatgrj5rxfllee7/aatgrj5rxflleei?id=F66A777EDD1D9431E4E0652 Homepage
4C18D1500 Builder
5091613 7H 118 |unknown http://***.info/redirection_8copx1c/redirect/On04mt-to-bt-internet unknown
5085531  7H7H unknown http://***.com/de/sparkasse/login-online-banking.html=true/?sec=&token= Homepage

Builder
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/home/user/www/ + example.com/ @

- example.net/ )
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Y SICETD D/
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o El @

« /home/user/www HtL S A SN TS 5
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Uname: FreeBSD .sakura.ne.jp 9.1-RELEASE-p24 FreeBSD 9.1-RELEASE-p24 ¥@: Thu Feb 5 18:@3:19 J5T 2815 root® .58 [exploit-db.com] |windows-13251 n
Usar: 1865 ) Group! 10@@ { users )

Php: 5.2.17 5afe mode: [ prpinfo ] Datetime: 1@17-85-@8 17:36:57
Hdd: 1983.69 GE Free: 1359.71 GE (68%)

Cwd: /home / S/ [ home ]

Server IP!:
219.94.1

Client IP:
218,165

[ fec. Info ] [ Files ] [ Console ] i [ Php ] [ str:ng tools | [ Bruteforce ] [ Network ] [ 5elf remove ]

IFile manager

.Name iz Owner/Group Permissions Actions

=)
=

3d ]
all ]
amustone ]
applearst ]
_blog_item ]
arstnews ]
banner ]
basic_authentication ]
cad ]
config ]
cantra ]
€55 ]
cs5-5en ]
css2 ]
data ]
dtm ]
EN ]
fb ] - -@5-10 18:08:18
fm ] 3 9-11-21 17:29:14
fm-new ] P -B2- 14:12:32
fm2 ] 3 7-@1-28 17:04:54
harada ] - -@7-15 19;42;13
img ] 7 -02-28 14:°9:14

- - - - - - T T TR - - B - B - - - - - B - B B - B - - B - -
- =4 =4 =4 =4 =4 A4 = = =4 = =4 = = =4 = — — = — — — — =

“WebShell” ZGooglet& 3




Jlrd:linnw}rn rrT:

|-,.|.|I|.{'.1I|| 5 ._|!J|-||I|'|-|'.|I|-:I:|I in fhome

public himl/fikbu.php(6) :Leval )'d code on line |

> 1ZZ7wWwOrm

Simple : i@ Sfetc/passwd :

sTAart

CMD MYSQL
uger

cod T

database

SHOW DATABASES;

SHOW TABLES user vb ;
SELECT = FROM user;
SELECT wversion();
SELECT uwser();

“1337w0rm” ZGooglet& &
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Attachment (Multiple Available)

Choose Filﬂlﬂu file selected

Reply-to
Subject

Message Letter

“Leaf PHPMailer” Z#Googlef& &
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e TJ7ANLNTyT7Aa—FK, 77AILEI A
« mF*<_ bot DoS, bruteforce kY — )L 2% B
K DOVICTIM % 12 2
T—RR—REGT h o b7 Ty 73T

<L 2T A FURLZ B DA,
XA L7 ~d 5
A —ILIEEY — I Z KB
o Leaf PHP Mailer i PHP Mailer &4 ' % & 2 L L
« BHLIBLERTYVENMTAALAEIIA>TWS
« TA v rIYA b= Fh2 SR
BIRFICE DT 4y T A—ILBRESIND

CIIH L BEALAETRY —IILABEINT | |

-"gle Leaf phpMailer ServeriP Q

IRT  #HE @EE  avgd #E 6:¢6R3 BE -

#72,000 4 (0.50 %)

Leaf PHPMailer

www finearts.cmu.ac th/download/leafmailer. php v ZD~N—/%3RF

Server Information. ServerlP : 202.28.25.130. HELP. [-email-] : Reciver Email; [-time-] : Date and
Time (06/26/2017 11:43:08 am); [-emailuser-} : Email User (emailuser@emaildomain);
[-randomstring-} : Random string (0-9,3-2) ...

Leaf PHPMailer

metalurgicaaraldi.com.br/mailer.php ¥ ZM~N—/%5Rd

Server Information. ServerlP : 200.219.245.51. HELP. [-email-} : Reciver Email; [-ime-] : Date and
Time (06/26/2017 01:19:30 pm}; [-emailuser-] : Email User (emailuser@emaildomain};
[-randomstring-] : Random string (0-9,3-2) ...

Leaf PHPMailer

gangster.co.il/leafmailer.php ¥ ZM~—%ERY

Server Information. ServerlP : 31.220.20.213. HELP. [-email-] : Reciver Email; [-time-] : Date and
Time (06/26/2017 11:44:34 pm); [-emailuser-] : Email User (emailuser@emaildomain);
[-randomstring-] : Random string (0-9,3-2) ...

Leaf PHPMailer - Edistudio

www.edistudio.it/dove.php?L=es v ZD~N—J%ERT

Leaf PHPMailer 2.7. Email. Sender Name. Attachment (Multiple Available). Reply-to. Subject.
Message Letter. Email List. Message Type HTML Plain. Encode Type. UTF-8 Encode, ISO Encode
... Server Information. ServerlP : 62.149.237.252 ...

Leaf PHPMailer

www.espacodonaneuza.com br/mailer php - Z D~ —3/%5RE

Server Information. ServerlP : 192.185.177.65. HELP. [-emailuser-] : Email User ( %
emailuser@emaildomain); [-randomstring-} : Random string (0-9,3-z); [-randomnumber-} :
Random number (0-9); [-randomletters-} : Random Letters(a-z) ...

Leaf PHPMailer - Grand Properties Ltd.

grandpropertiesitd.com/upload/leaf.php v ZM~—#ERT

Server Information. ServerlP : 131.153.6.123. HELP. [-email-] : Reciver Email; [-time-] : Date and
Time (06/27/2017 01:11:49 am); [-emailuser-} : Email User (emailuser@emaildomain);
[-randomstring-} : Random string (0-9,3-2) ...

Leaf PHPMailer
sistemas.miranda.gob.ve/archivos_pdf/default/include/.../leaf php v ZD~X—3/%ERF
Server Information. ServeriP : 10.10.3.38. HELP. [-email-] : Reciver Email; [-time-] : Date and Time
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P FOJ eCtH on ey POJ[ ( https://www.projecthoneypot.org/ )

# mail.example.com (192.168.1.3)

$ dig +short ${API KEY}.3.1.168.192.dnsbl.httpbl.org
127.1.20.1

‘Welcome to Project Honey Pot | Login.
‘Refera Friend

Help About

. APlKey 2BUET % = & TDONSELADEITY FEAL B

Directory of IPs Lookup IP Harvesters Spam Servers

SPAM#EH Z W& R 8E IP Address Inspector
« ZHDIPE—SZICAWAEDLELZZENTES
s BIA VT v MIFEHSPAMIR HEREE HEL
« BHBRHBIBHEION DI ENEE
e http://www.projecthoneypot.org/ip 192.168.1.3 T O URL T
SPAM;‘Kﬁ tl:l‘ @ gélé /%\H} 1[‘%5 $|§ é Eﬁﬁ %:’E"-ﬁlé L \;/:h;?n;il\zlse)e:entfrum this IP
)< _ }I//T¢% 75??%—;—#3?/ é/ ﬂf L N %) @ T\\{%ﬂ;u Top Mail Server List IS R0Le B 6 email(s) sent from this IP
o KA —ILH, TA T A=Y
o HZTHER

o TAYTIUVITA=NESIET 4y T A FHEREINTL
BRI BEEDYK

Comment Spammers

Dictionary Attackers

49.212.142. 00

The Project Honey Pot system has detected behavior from the IP address consistent
with that of a mail server and dictionary attacker. Below we've reported some other
data associated with this IP. This interrelated data helps map spammers' networks
and aids in law enforcement efforts. If you know something about this IP, please leave
a comment.

Lookup IP In: Domain Tools | SpamHaus | Spamcop | SenderBase | Google Groups | Google

Geographic Location BCERPYET]
TG CENEC RG] approXimately 3 weeks ago



https://www.projecthoneypot.org/
http://www.projecthoneypot.org/ip_192.168.1.3

%%B@ 7\\ H P4 7 U A l\ 7& \;ﬁﬁﬁ —g_ % '°.SAKURA internet

AS9370 SAKURA Internet Inc.

Clea nTaIk ( https://cleantalk.org/blacklists/AS9370 )

# ASN, Organization name Country  Detected IP addresses Spam active IP addresses  Spam rate
1 AS9370 SAKURA Internet Inc. Japan » 316 416 215 0.07%
> Vavan
N o
° y, J j /r l\ @ ] )< / ]\ £ /\A;(‘T ﬁ Spam activity log

.....

M2 LN CMS I IS
#:1ZWordPress 2356 L T3 7= IZFBEHZ L E

a = .« |7 % AN Fﬁ hl— spam active IP adresses
7 |:| \\/ 7 E Hh\_j E E _LA 7T SPAM active IP addresses in AS9370 SAKURA Internet Inc.

L]
# Sender IP Detected Last seen Reported as spam
. 70 I:I f’\’ R . I:Fl —H—\/ P N . Z\—\IE — 7 t X %1—%— 0) ¢/\ ﬁ 7‘—\j] % 1 160.16.239. 00 2016-10-01 02:58:08 2016-10-03 03:57:08 27
/ ﬁ ) /| 9& )( 2 153.125.237, 2016-09-27 07:45:58 2016-09-28 12:17:42 28
3 160.16.199 1 2016-09-05 16:55:52 2016-09-12 17:16:54 33
4 160,16.215 I 2016-08-30 05:16:24 2016-09-02 17:06:15 31
s 160.16.65. 1 2016-08-27 15:17:01 2016-09-13 05:47:06 51

B | OC I’(' |St d € (https://www.blocklist.de/en/search.html?as=9370)

« “fail2ban” AbanL7-@ETTIPT KL X%
72 v ML TRB

® Z(_I—_ET 7 ’E X ‘ bruteforce %{%@*ﬁﬂj&_\j}% -.-MQ wa‘- Partners g statisics | [F) Downloads ﬁmmus E Export Ptist S Register ()
° )liﬁb[j_u_/r l\ . _U___/\\\Li 7 3 \\/ 7 é, ﬂfb\ %) :“_ Search for IP or AS-numbers on blocklist.de

Start a new Search or load the site via & RSS-Feed

Py @ ronm
Your Result of the Request for AS: >>9371<< has 6 matches (last 14 Days)
5
(v
B
3 (Ve
Results cached: 29.09.2016 08:36:09 +0200 Results without cache (regenerate)
£t IP-Address: 49.212.2« History and Attacks
sin Reportittscks Host: 49.212.24
b AS-Network: SAKURA-C SAKURA Internet Inc., JP
AS-Nr: AS9371
§ ihaiaonita Service: bruteforcelogin
4 for redu v
Last attack: 29.09.2016 00:21:19 (on srv21.de)

Attacks count: 2 (this month) / 2 (comolete time)
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 http access log %84 BS45 AT BE.

BifEA o ayavy REE

Blk:Z

o JEITIEF. blocklist.de, badips.com, dshield.org (Z

LiR—=T7 4 > 79 1R = [AIE

« B5IDS

BT REE. F8ETE L7 KL X5EI2 X — /LB

sendmail.conf Z#F > T, BHTL~

IPEIES

S Hm ICAT D AN ES

J fﬁ%%ﬁ%’l‘%%&ﬁ%%@t:abusix https://www.abusix.com/contactdb &

=JU e N A

axX JE N &5

BT 200 % 0

(whois*>rdapZ BEE > TAL LAY 1d ) DNSAE L)
s WEEICHERDODBABZAFIELNW EHAERE

BRID S

~

)

NNIEFEFIIHILATE S

SAKURA internet

[root@centos7]# yum install epel
[root@centos7]# yum install firewalld fail2ban
[root@centos7]# systemctl start firewalld
[root@centos7]# systemct| enable firewalld
[root@centos7]# cp /etc/fail2ban/jail{.conf,.local}
[root@centos7]# vi /etc/fail2ban/jail.local
[root@www fail2ban]# diff —u /etc/fail2ban/jail{.conf,.local}
——— jail.conf

+++ jail.local

@@ -226,6 +226,7 @@

port = ssh

logpath = %(sshd_log)s

backend = %(sshd_backend)s

+enabled = yes

[root@centos7]# systemctl start fail2ban
[root@centos7]# systemctl enable fail2ban

[root@www fail2ban]# |s /etc/fail2ban/action.d/*.conf
/etc/fail2ban/action.d/badips.conf
/etc/fail2ban/action.d/blocklist_de.conf
/etc/fail2ban/action.d/dshield.conf
/etc/fail2ban/action.d/sendmail.conf

$ dig www.sakura.ad.jp +short
163.43.24.70

$ dig 70.24.43.163.abuse—contacts.abusix.org txt +short
“hostmaster@nic.ad.jp”



https://www.abusix.com/contactdb

Ao 78y 7 UX bZFHET 5

FW@HOI_ |P |_|StS ( http://iplists.firehol.org/ )

« iptables + ipset& B9 5 0SS

o ipset ZAAE N ENIC R NZHDIP%E /N v > 21k L Tiptables [

QBN o RS

WAAL T Ay 7 )R MERTIE L Tgitic A
CleanTalk® StopForumSpam ¥ Blocklist.de® Tor node %
bitcoin nodes % botscout ., 1Z L WLIE KB ATHDH S

o ZAYURMPEEINTLD
IP7 FL XEEHERA ipset A~ > FAICKE—SNTW3S,
HFEYVICHENTRENES

s AN H—INTWD
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