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$ dig +short _dmarc.so-net.ne.jp txt

"v=DMARC1¥; p=none"

$ dig +short _dmarc.biglobe.ne.jp txt

"v=DMARC1¥; p=none"

$ dig +short _dmarc.nifty.com txt

"v=DMARC1¥; p=none¥; rua=mailto:dmarc-rua-com@nifty.com"

$ dig +short _dmarc.iij.ad.jp txt

"v=DMARC1¥; p=none¥; adkim=s¥; aspf=s¥; rua=mailto:dmarc-rua@iij.ad.jp¥; ruf=mailto:dmarc-
ruf@iij.ad.jp"

$ dig +short _dmarc.dti.ne.jp txt

"v=DMARC1¥; p=none”

$ dig +short _dmarc.yahoo.ne.jp txt

"v=DMARC1¥; p=quarantine¥; rf=afrf¥; rua=mailto:ymail_dmarc_report@yahoo.ne. jp¥;
ruf=mailto:ymail_dmarc_report@yahoo.ne.jp”

$ dig +short _dmarc.docomo.ne.jp txt

"v=DMARC1¥; p=none"

$ dig +short _dmarc.ezweb.ne.jp txt

"v=DMARC1¥; p=none"

$ dig +short _dmarc.softbank.ne.jp txt

"v=DMARC1¥; p=none"

$ dig +short _dmarc.mufg.jp txt

"v=DMARC1¥; p=none¥; fo=1¥; rua=mailto:bank-of-tokyo-mitsubishi@rua.agari.com¥;
ruf=mailto:bank-of-tokyo-mitsubishi@ruf.agari.com"
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How HMRC’s use of DMARC Helped it stop 300,000 phishing emails

http://www.information-age.com/how-hmrcs-use-of-dmarc-helped-it-stop-
300000-phishing-emails-123467934/

HMRC DY A /\—tFx 1) T4EFEE (L. DMARC EE(ZHYHEA .
F—ALIIBREFEEIERFILEIRLT-

”It’s notable that UK firms with a large customer base of consumers
are most likely to adopt DMARC.

https://www.infosecurity-magazine.com/news/fortune-500-and-ftse-100-firms/
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Updating our security guidelines for digital services
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https://gdstechnology.blog.gov.uk/2016/06/28/updating-our-security-guidelines-for-digital-services/
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Who Is Using DMARC? Deployment Tools

e ADP (adp.com)

e Aetna (aetna.com)

e Air BnB (airbnb.com)

e American Express (americanexpress.com, aexp.com)
e American Greetings (americangreetings.com) 2
e Apple Music (applemusic.com)

e Box (box.com)

e British Airways (britishairways.com)

e (Chase Bank (chase.com, jpmchase.com) 12

o (itibank (citibank.com)

e DHL (dhl.com)

e Evernote (evernote.com)

e Facebook (facebook.com) 1 Send a message to the following services, where it will be evaluated according to several authentication systems. For message reflectors, send an
o FedEx (fedex.com) email message from the domain you wish to check, and a report will be sent back.

DNS Record Lookup and Parsing

Agari: DKIM, DMARC, and SPF lookup tools (scroll down, below webinar link)
dmarcian.com: DMARC Inspector (retrieve and check DMARC record for a domain)
dmarcian.com SPF Surveyor (recursively retrieve and expand SPF records)
dmarcanalyzer.com Validate SPF Record (recursively retrieve and expand SPF records)
Online Trust Alliance: Query Tool for DMARC Records

Proofpoint: DMARC Record Check

Proofpoint: SPE Record Check

Scott Kitterman's SPF Record Test Tool

ValiMail: DMARC and SPF Record Check

Message Validation

e The Gap (gap.com)

e GroupOn (groupon.com)

e |nstagram (instagram.com)

e LinkedIn (linkedin.com) 12

e Old Navy (oldnavy.com)

e PayPal (paypal.com) 123

e Pinterest (pinterest.com)

e Publishers Clearinghouse (pch.com)

e Rolling Stone (mail.rollingstone.com)
e Squarespace (squarespace.com)

o Twitter (twitter.com)

e United Parcel Service (ups.com)

e US Federal Trade Commission (ftc.gov)
e US Senate (senate.gov)

. ﬂiﬁfjigiiﬁ;‘;’(““s'g‘”’ https://dmarc.org/who-is-using-dmarc/

* Wachovia Bank (wachovia.com) https://dmarc.org/resources/deployment-tools/#Record_Lookup
o Wells Fargo (wellsfargo.com)
e WhatsApp (whatsapp.com)

* Message reflector: autoreply@dmarctest.org at dmarctest.org - DMARC reports sent every 5 minutes

e M ge reflector: check-auth@verifier.port25.com by Port25 (instructions - DK, DKIM, Sender-ID, SPF)

* Message reflector: checkmyauth@auth.returnpath.net by Return Path (DK, DKIM, DMARC, Sender-ID, SPF)
.

.

.

Message reflector: mailtest@unlocktheinbox.com by Unlock The Inbox (DK, DKIM, DMARC, Sender-ID, SPF)

DMARC, DKIM and SPF Test System at NIST
The Validator (of DKIM, DMARC and SPF - registration required) by Message Systems
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