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SR8 Y —EX - DMARC / 25

“DMARC TRASZREL LN
“HYUTELERZFIZLOH=LN

Ny d DINMARC /25

2017/09/13 ~ 2017/09/27

L 1

DMARC SPF DKIM ~
Pass Pass BHTHELEWN
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Our Approach: Total Fraud Protection®
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LAR—b DA 75 (XML)

Report generator metadata LIR—bDAZT—4

HHHE A

The DMARC policy )‘—)ETF‘I/Z
Lx—k ID

26

etc

ZZ%: https://dmarc.org/dmarc-xml/0.1 /ri



LAR—b DA 75 (XML)

Report generator metadata

DMARC 7R1)2—
The DMARC policy
AL £
R —(p=)
L—bk (pct=)
TIAAE
etc

ZZ%: https://dmarc.org/dmarc-xml/0.1 /ri



LAR—b DA 75 (XML)

Report generator metadata

The DMARC policy
FFhE R

RASY
IP7RL R
AlIAES
LIEEDSER
=
ETNENDERFERER

ZZ%: https://dmarc.org/dmarc-xml/0.1 /ri



LAR—b DA 75 (XML)

Report generator metadata

The DMARC policy

kAL ERERERER

FRRER AL
BOELIE—
EH R S

ZZ%: https://dmarc.org/dmarc-xml/0.1 /ri



L R—bDEEAF (XML)

<source_ip>192.0.2.123</source_ip>

<count>2</count>

<policy_evaluated>
<disposition>none</disposition>
<dkim>fail</dkim>

., <spf>fail</spf>

<reason>

<type>local_policy</type>

<comment>xoar=pass</comment>
</reason>

< /policy_evaluated>

192.0.2.123 Mix25@
D A—)LE(E, DKIM

(& fail SPF (& fail L=,
1H . XOAR* [& pass
L TUL\SHE R,

* X-0riginal-Authentication-Result

EtmaFive

Z%: https://dmarc.org/dmarc-xml/0.1/ri



L R—bFD&FHRAF (XML)

All the authentication results

<identifiers>
<header_from>example.com</header_from>
< /identifiers>
<auth_results>
<dkim>
<domain>twofive25.example.com</domain>
<result>pass</result>
<selector>20170901 </selector>

AL 1E
example.com

DKIM [
twofive25.example.c

om TER&3IN, pass < /dkim>

L=, ELO2—I& <spf>

20170901, SPF [& <domain>example.net</domain>
ample.n <result>pass</result>

et MR A
- </spf>

</auth_results>
/ - Z%: https://dmarc.org/dmarc-xml/0.1/ri
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EERIZIE SaaS H—ERXEFH

—  E EETTRZ B 1

SRR LERFR  HIEEH L 7/R— D (HEE) S AA2 FITERER

DMARC DKIM pass

1 2017-09-24 09:00:00

" 2017-09-25 09:00:00

DKIM and SPF results

All the authentication results
%% DMARC / 25 v aR—K &Y

EtmaFive



EERIZIE SaaS H—ERXEFH

—  HE REETTRAR B HE 18
5 1HHARS disposition none A—JLA
ES3thbHnf=H
DMARC DKIM pass S
B4 2017-09-24 09:00:00 *) 75\ é
SPF fail
ISS
<7 2017-09-25 09:00:00 DOMAIN = wi s
ISS

DKIM SELECTOR

RESULT pass
DOMAIN gmail.com

RESULT pass

£%: DMARC / 25 #viaR—R &Y

EtmaFive
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Casel: @&

example.jp example.com

N

192.0.2.100
“4E A 515 B
. XML IP: 192.0.2.100
KAL:
L example.jp

rua@example.jp LI fa]EL7E0

Etu.n:lFive



Case2: E5ix

example.jp example.com
192.0.2.100 198. 51 100.10
8 A 5|5t B

A

1»@

IP: 198.51.100.10\ Gmail
AL
example.jp
LI Al E L0y

BA7ELZ B
A—IVEEE
rua@example.jp

EtU.ICIFiVE



Case3: §x3%X (DKIM 7ZzL)

example.jp example.com
192.0.2.100 198. 51 100.10 E

e A H5|5% B

- N

P;"f‘/:.
example.jp
LI fEALT-

A—)LEEE
rua@example.jp

EtU.ICIFiVE



Cased: A= G YR (BHEFASY)

example.jp ml.example.jp example.net

192.0.2.100 192.0.2.200\
8 A
@

A—IILEEHE
rua@example.jp

EtU.ICIFiVE

w
v

P: 192.0.2.200
AL

ml.example.jp
I A L7a0



Case5: A=Y G5 X(ftuttFAA)

example.jp ml.example.net example.net

192.0.2.100 198.51.100.N
18 A

IP: 198.51.100.20
KAAL>: ml.example.jp
AIE: EELT-

A—ILEEHE
rua@example.jp

EtU.ICIFiVE



Caseb: Y9 EL

example.jp example.com

192.
7tE A H5|5c B
IP: 203.0.113.99 B A
KAAS>: example.jp .,i DFEYTEL
I IEELT- :
A T B 203.0.113.9

rua@example.jp

EtU.ICIFiVE



& Case F¥& o
e  Dispositon | Source-P | SPF_ | DKM

Casel:

B AL E#t IP pass pass
c;;;z | fAEL7aLy B35 IP fail pass
ﬁg%ﬁa@u BEELL BS54 1P fail fail
ML(éijS:(li‘t»rp) fAIHL7EL B4t IP pass fail
ML(1’E§§§5}:4>) EaL: HR515% IP fail fail
;Lj‘;?gb EELE RINY—IP fail fail

* example.jp [ p=reject #EE

EtU.ICIFiVE
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DMARC Compass —X=)lix{E5 =)\

531%'5'—/_(0)IP7|3|/Z\ KAAL % . SPF. DKIMMDEREER A D
ERGEEY—/\—EFMySender&EL TE RNV =1=2F T,

Sendr " Domasin ___ _BRONS " Mawcont .=
SPF Pass
Aliened %



DMARC Compass -Unauthorized
DMARGCEBEEKRINTHT—A

LA F(FUnauthorized 2RISR A NIORERDFE T,

SPF Pass

5PF Pass
& Aligned & Mot Aligned SPF FAIL
DKIM Pass
& Aligned
DKIM Pass
& Mot Aligned
DEIM FAIL

(FERER : SPF-DKIMZEZELU TW3I5E)

SPF Pass& Not Aligned
SPF Fall

DKIM Pass& Not Aligned

: X—)VDERIX(ICKDSPFARER, h D¥RiXE DSPFH ALY
P A— )L@ﬁEL(Liénu\nE%E&

: A= EIRX OB OE SR F(CLHDKIMAKEL,
W OERXEDDKIMAY LN
X=X ERITEE DDKIMA BRI

DKIM Fail : X— VBRI OB OESHRZX F(CLHDKIMKEY

EASYSOLUTIONS
TOTALFRAUD

38



DMARC Compass -Unauthorized
5l : SPF Pass& Not Aligned BriXXA—)LY—N\

Sender Domain RDNS

GoogleDHY—/\TERESINTLV\SE
HERITE, KEGA—ILEFH R

0



DMARC Compass -1V > &4
DMSEDEE(C D, iRk

DMARC Compass T{EUIRUFLIN—RZEZATL . X—)LAX
([CENMITURLZAFV>LET,




Thank you!

BARFEXHAFIR—Iv

21l 2%k mhatakeyama@easysol.net

O EASYSOLUTIONS

TOTALFRAUD
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4
REZS., SATFLANDEA., SEWTRZL). TS\ —BEZORE NI

------------

Copyright (c) 2016 JIPDEC. All Rights Reserved. 43



A=JViEDTFEUMNRELTINRNEZ &
N JIPDGC

®@ FUWX—)LZIEUWEHIITETDLDICT B,
- BFERZNMNESA-)L (S/MIME) Z={#E>S,
* E'fé I<>(/]//IJL-I:IIE (DKIM) (c_fdht\

[ZIDN—D ] ([CLBDKIMDRIF b ZT D, A

@ 1FULKIBWAINZIEULKTBZNWEHIBITEDRDICT D,
- DMARCI(ZXG 9 D,

p=reject
(IO FTFEUA=ILEREUIRNWT FETWVWEWDEETE)
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B+t CTDODMARCHI

. JIPDGC

® DMARCE N EEE(C. DMARCL/R— MRS —EXDERENHE S
ZZ. Lih—MNMEHY—EXEBRITDZEICUTE,

® DNSH—/\DL 01— RICATFD—177Z1EN,

Bind9_dmarc.jipdec.or.jp 3600 IN TXT
"v=DMARC1¥;p=none¥;pct=100¥%;fo=1¥;ri=86400¥%;
rua=mailto:jipdec_rua@xx.easysol.net¥;
ruf=mailto:jipdec_ruf@xx.easysol.net"

GUIHost: _dmarcTXT Value:
v=DMARC1;p=none;pct=100;fo=1;ri=86400;
rua=mailto:jipdec_rua@xx.easysol.net;
ruf=mailto:jipdec_ruf@xx.easysol.net

rual7/R— b @ [&§TL/R— ] DMARCERSEICKEI L Tz X — ) LODfREtRI7— 4~
rufL7R— b o TEREEREIL 7R— b1 ENENORBICE T DeFEIBR

Copyright (c) 2017 JIPDEC. All Rights Reserved. 45



SEDOYIVULKR—b
E JIPDGC

10/3~10/9RMjipdec.orjpF{= X —)LODMARCL7R— ~OFEHBIR Y <D

The following summary statistics were compiled from the period starting on 2016-10-03 and
ending on 2016-10-09 .

| DMARCifistL7R— bk

DMARC Aggregate Reporting

—— TV S SV O PR

* Emails detected across all domains: 6664 |

DMARCEREE(Cpass U CLN\B X —)LE & EDHER

* DMARC aligned emails: 2822 (42.35%)

* SPF aligned emails: 2643 (39.66%)  —— " cprapaicpass LT 113 X—)LERE 2 DILE

* DKIM aligned emails: 179 (2.69%)
\ DKIMEREE (Cpass U TULND A —)LEE B DEEER

DMARC Failure Reporting — SLAREd 27— LR — — : —
* DMARC RUF reports received: 0 S UTzrufLh— hifigd

* Emails not DMARC aligned: 3842 (57.65%) — | DMARCERAE(Cfail LT\ BA—)LE & ZDLER

* Emails not SPF aligned: 4021 (60.34%) I

* Emails not DKIM aligned: 6485 (97.31%)\ SPFERELE(Cfail L T\ D A —)LER & B DEESE

DKIMEREIE(C fail L TULND X —)LEE 7 DLEER
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Email ThreatszFIwv%

e JIPDGC

FEasy Solutions - Main - Mozil
| D7) REE) FnY) BEE) JyoR—HE) Y—IUD MIE) |
‘. I —-TBER x/g Easy Solutions - Main jﬁ (1) Facebook x| &

¢ s 3 & A "B O

.easysol.net/

F = | " —~
O EASY=OLUTIONS & Akira Otaishi ~
TOTALFRAUD
Start Date  ° 16/08/01 End Date = 17/09/11 DMARC Domain n
[
Email Threats
B2 DMARC
Total Threats Unauthorized: 8
08-01-2016 / 09-11-2017 My Senders: £

My Senders Unauthorized
Email Threats
Reporter P Date Subject Domain 2
hotmail 46.167.245.7 Fri, 26 May 2017 08:00:26 UTC test dmart jipdec.or. —
>{’ hotmail 213.138.74.85 Wed, 24 May 2017 10:34:40 UTC Enhance your brair jipdec.orjp
hotmail 85.152.56.230 Wed, 24 May 2017 08:44:11 UTC grade J tellectual jipaec
hotmail 60.170.110.89 Wed, 24 May 2017 07:56:52 UTC Outperorm ain capa jipdec.or.jp
hotmail 5.239.178.162 Wed, 24 May 2017 07:37 TC En ur bra jipdec.or.
hotmail 0.52.91.91 Tue, 23 May 2017 15:40:39 UTC Outperorm yo ain jipdec.or.jp
hotmail 58.59.14.195 Tue, 23 May 2017 03:44:07 UTC ibject jipdec
hotmail 5.154 Tue, 23 May 2017 03:08:54 UTC jipdec.orjp
hotmail 4.205.4.52 Tue, 23 May 2017 01:23:11 UTC \o subject jipdec.or.jp
hotmail 221.1.107.142 Mon, 22 May 2017 18:08:30 UTC jipdec.orjp
giye 22.227.185 Tue, 16 May 2017 18:06:27 UTC Please recheck your de jipdec.orjp
hotmail 61.167.79.135 Tue, 16 May 2017 23:43:53 UTC Please recheck your del jipdecoorjp
qiye 61.138.134.254 Sat, 13 May 2017 23:20:39 UTC USPS courier can not de jipdec.or.jp
hotmail 12.123.63 Sun, 14 May 2017 03: Fi ce: Par jipdec:
hotmail 75.236.157.50 sun, 14 May de jipdecoorjp
hotmail 75 54 Sat, 13 May Status of your USPS deli jipdec.orjp
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BDITXRUA—-ILDH (€D 1)
. JIPDGC

Reporter: hotmail rﬂ?l
IP: 112.123.63.205

Timestamp: Sat, 13 May 2017 20:16:56 -0700 Afailed email may contain

To: postmaster@outlook.com malware or malicious URLs. Only
From: k[ﬁ?@jipdec.nr.jp download in a controlled
Subject: FedEx Parcel Service: Parcel Problem, 1st Try srurenment

Hello, This e-mail is the confirmation of our 1st delivery attempt. Up-to-date Status: Failed. Check the
document attached below to find out important information regarding your FedEx parcel. Many thanks
for using our services. Kaleb Koep - FedEx Logistics
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BDITERUA-ILDH (€D 2)
e JIPDGC

Reporter: hotmail Er:“
IP: 213.138.74.85

Timestamp: Wed, 24 May 2017 03:34:40 -0700 B e T

To: postmaster@outlook.com malware or malicious URLs. Only
From: wepyec4508026@jipdec.or jp Apwniad in g cantralied
Subject: Enhance your brain capacity by 154% now srranmEr

Did you think boosting your brain performance is just a tall tale?
These meds will transform your entire existence.

Do not miss out on those mind-blowing deals;
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My Sender(c &Rk U =X {EH— ) \DEREHIA R
. JIPDGC
Start Date 16/08/01 End Date 17/09/22 DMARC Domain “

My Senders

All Internal Third Party

Authentication Results (percent & count of emails)

SPF Pass 5PF Pass
& Aligned & Mot Aligned SPF FAIL

DKIM Pass
& Aligned

DMARC PASS
DKIM Pass

& Mot

Aligned
DKIM FAIL

Bl DmARC PASS I DMARC FAIL
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My Sender(c&E&&UIEX{EY—/)\OZREHAR (Internal)
N JIPDGC

Start Date 16/08/01 End Date 17/09/22 DMARC Domain “

My Senders

All Internal Third Party

Authentication Results (percent & count of emails)

SPF Pass SPF Pass
& Aligned & Mot Aligned SPF FAIL

DKIM Pass
& Aligned

DMARC PASS
DKIM Pass

& Mot

Aligned
DKIM FAIL

Il omARC PASS [l DMARC FAIL
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My Sender(cEiRUEXEY—/)\DREHIAR (Third Party)
E JIPDGC

Start Date 16/08/M1 End Date 17/09/22 DMARC Domain “

My Senders

All Internal Third Party

Authentication Results (percent & count of emails)

SPF Pass SPF Pass
& Aligned & Mot Aligned SPF FAIL
DKIM Pass 0.00% : 0.00%
& Aligned 0 51 )
DMARC PASS
DKIM Pass 0.00% 0.00% 0.00%
& Not 0 0
Aligned
DEIM FAIL

0.00%

Il omARC PASS [l DMARC FAIL
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% U CTLVRVXEFY—)(DREEIRR
. JIPDGC

17/09/22 DMARC Domain v || Sea “

il
i3

Start Date 16/08/01 End Date

Unauthorized §)

Authentication Results (percent & count of emails) §)

SPF Pass SPF Pass
& Aligned & Not Aligned SPF FAIL
DKIM Pass
. 0.00%
& Aligned 0
DMARC PASS
DKIM Pass 0.00% 26.61%
& Not Aligned 0 69 108

0 2570
[l omaRc PASS [l DMARC FAIL
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SEMDMEHT=W\NC &
E JIPDGC

® ER /U/\D=ERL., [BHRFEE. BIRIEBZEDTZU,

@ TEBITITEL. p=reject ZEETzL\,
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