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SHA-1

CryptCreateHash(hProv, CALG_SHA1, 0, 0, &hHash);
CryptHashData(hHash, (UCHAR *)&wPort, 2, 0);
memset(pHashData,0,sizeof(HashData));

dwLenHash=0x14;
CryptGetHashParam(hHash,HP_HASHVAL,pHashData,&dwLenHash,0);

SHA-1 RC6
K:
H: 20 SHA-1
32 0 32 RC6
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Hello
0x0084
Hello WORD
Hello (0x84, 0x00)
0x84 (1024 RSA)

=06 02 00 00 00 a4 00 00 52 53 41 31 00 04 00 00

06 PUBLICKEYSTRUC bType 0x06
02 PUBLICKEYSTRUC bVersion
00 00 PUBLICKEYSTRUC (2 )
00a4 0000 | PUBLICKEYSTRUC aiKeyAlg CALG_RSA_KEYX(RSA )
525341 31 RSAPUBKEY magic RSA1
00 04 RSAPUBKEY bitlen 0x0400 = 1024
Microsoft CSP

CryptimportKey(hProv, ServerRSAKey, 0x94, 0, 0, &hKey);
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1 (n )12
N ( ) NULL
4 61 00 00 00

()

0x20,

0x6D,0x00,0x6F,0x00,0x63,0x00,0x68,0x00,0x69,0x00,0x79,0x00,0x61,0x00,0x00,0x00,
0x75,0x00,0x68,0x00,0x6F,0x00,0x68,0x00,0x6F,0x00,0x68,0x00,0x6F,0x00,0x00,0x00,
0x75,0x00,0x6B,0x00,0x65,0x00,0x6B,0x00,0x65,0x00,0x6B,0x00,0x65,0x00,0x00,0x00,
0x63,0x00,0x6F,0x00,0x6D,0x00,0x6D,0x00,0x6F,0x00,0x6E,0x00,0x00,0x00,0x00,0x00,

0x61,0x00,0x00,0x00

= mochiya, uhohoho, ukekeke, common
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n= 2 2 WORD
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ecx =
eax =
edx =
__asm{
mov
push
mov
mov
lea
mov
call
mov
}

0x004C6618

PUSH

ecXx

eax,dword ptr [dwLenOutbuf]
eax

ecx,dword ptr [pOutbuf]
edx,dword ptr [dwLenlnputBuf]
eax,dword ptr [testdata]
edi,DecodeKeylInfo

edi

dword ptr [dwErr],eax
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0010 |DB A6 B4 6211 22|01 00 00 00 C4 85 37 2A OE 34
0020 F9 30 F5 94 C1 FD E1 BF B4 15 EE EC 19 74 9D 2E .
0030 87 40 30 F7 OA EB C1 92 3F 38 1E 64 E7 CO E6 Al
0040 BE 21 70 8A 7F 22 E3 3E EF E8 B7 41 36 90 52 FF
0050 95 A3 2F 56 CE 23 E3 FO 08 92 (79 00 75 00 6A 00
0060 (69 00 75 00 6B 00 61 00 69 00 00 00J00 00 00
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0080 B4 AF 1E EC 85 8F 51 2B 01 AA 56 BF 07 33 01 00
0090 01 00 EF 15 OA 9C 99 CC 7B 25 84 03 A9 OE 39 EA
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0110 OF 4E 24 CD 3B 39 2D 29 5A 3D B9 1E E6 3F E8 C2 .N$.;9-)Z=...7..
0120 6F 27 FD 74 41 3C F3 D5 EE BA 11 93 2C 51 2F 13 o".tA<...... ,Q/.
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0140 CF B4 43 D3 DE 07 S O [-v-y-.
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 Windows 2000/XP/2003

. GUI

oy Ghaiched Veisis B 111,52

THE SOFTaRE &= PROVIDED OH & STRICTLY "A% & ARZ S WwATHOUT
° ATV T O AN CRD, [PTILSS O SPLIED, INCLUOIRG. ‘w0
LRTATION AHY ‘wtRRERTY THAT THE SOFTwFE 15 FREE OF DEFECTS
VAL FREE_ARLE T DRFERLTE OH &M LIHH TERFLUPTED BESIE.
HERCHEH TSELE. FIT FOIR & PEATOULAR PURFIEE OR HOH PFRRGRG

[ ] Coudeaiber im o e wToms s ciarc:
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Windows® 2000 SP4, Windows XP SP2 Windows 2003 SP1
Intel® Pentium 4 1GHz CPU CPU
Internet Explorer version 5.0

512MB, 1024 MB
. 1GB
. 1024 x 768

{
|

5 Digital Securit



37

Share.exe

Sharebot Share EX2 API

(Share )
S hal’e EX2 Shareexe
NAT
NAT
Sharebhot
NAT
TCP

Windows XP SP2 Windows 2003 SP1
Biot
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Share EX2 Share.exe
Sharebot
( share ex2 google
JShatebat
__J data ‘b bot_keys.db
Fe Share . exe L_‘t bot_nodes.db
e Sharebot.exe
« Sharebot.exe Sharebot
e Share.exe Share EX2
 Dbot _keys.db

bot_nodes.db
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2007 2 21 3 13 10 Retina Sharebot
Share Winny
14 35
40 470
winny
2006 10 6 10 15
P2P (SCIS2007)
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e Share

. (SQL )

. ( )

. ( P2P Share EX3 )
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. P2P

. VS P2P

eEye Digital Security
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Thank you for @
your attention !

Question ?

Contact : Yuji Ukal <yukai @eeye.com>




